ACS GOVERNMENT SOLUTIORS GROUP
ATTH: SHARENE FRANCES

ONE CURIE COURT
ROCKYILLE

-

MD 2DESD

Greenbelt, MD 20771-0001 Loart N
DELIVERY ORDER |DATE. 092472002
— ToTAL COMMIT-S3.000.000.00
[OZLIVERY SSHEDULE: 09302083 2 F.OE POINT. DESTINATION
IDISCOUNT TERMES: MET 30 CONTRAOT ND .. HASH-BE145 PPC: BX BMC. DEE
ACCOUNWTING DaTA DBRJECT CLASS 2529
PCN JOM 4PPROP PRADATE  FUNDS Bil PC AMOUNT
201-54154 o0p-002-88-01-B8 BO2'30110{D2) 09062002 DIRECT AE01 ic  3,000,000.00
i e £ BEUGGESTED SOURCE
NAME CODE| PHONE FA RS
iWITIATOR| SHERRE WooD M0 | EnESy i
TECHNITAL RE FRETAS gO.0 | 6Ea
= i ¥ " DELIVES TO. SHERRIE WOOD
BESOURCE BER| SHEARE WOOD 2010 | 6EEE Code 204 .8
BECER|NG AND INSEECTION
ACCEFTANOE BY BLDG. 16W, CODE 239
Bldg 12 Aoom G112
GHEENBELT, MD 20771
| ACCERTAMNCE WILL BE MADE WITHIN 7 CAL/DAYS AFTER DELIVERY | BUGGESTED D ELIVERY DATE: DEZ 12002
REQUIRED APPRADVALS ] GRECIAL APPROVALS
LTI KING 2010 09102002
ITEM i SUPPLIES AND OR SERVICES CILGNTITY LINIT LUNIT PRICE ARETILINT
1 THIS DELIVERY ORDER IS5 FOR 1 EA. §3,000,000.00 | 3,000,000.00
COMPREHEMSIVE DESKTOP COMPUTER
SERVICES, SERVER SERVICES, AND
INTRA-CENTER COMMUNICATION
SERVICES FOR THE GODDARD SPACE
FLIGHT CENTER GEFC-‘ INCLLDING
THE WALLOPS ACILITY
WFE) AND GISS Cﬂ"-"EFIEI:I IN THE
OIN CONTRACT. ADDITIOMAL
TERMS AMD ATTACHMENTS TO THIS
DELIVERY ORDER ARE ENCLOSED.
| SEE ATTACHED FOR ADDITIONAL
TEAMS
SEE ATTACHED FOR ADDITIOMAL TERMS
| FERTIFIED FOR DEFENSE UsE DFAS (15 CRF 350) DoOCH TOTAL §3,000,000.03
DONTRACSTOR: CONTRACTIMNG OFFICER
DoORIS & WHOD

Sy DT el ST



FLIGHT CENTER

i)
[
i
{12
1 k=
i -1l
L)
L
Lt
I
)

N CHANSEE ARE 7O SE RADE TO THiS PURSHASE DS08R WTHILT
=3c SR APER AUTHARIZATION FROK 552 PROCUSENENT,

EANTEASTULL INSURIES SHOULD BE SRELTED T E Shabdifilh mLlL
~a0E 210N, 3555, SREENBELT, WD 207T, PHOKE o L e | R e
AR FLY 501-20E-1654, bebp N Epopd Ol geis et g0V

NFES CLAUSE 1552 205-70, EXPORT LICENSES [FS8 2000 15 INSDRBIRATED EY
EESFEREHCE INSERT ANY BGOVERNEERT INSTLLLLTION IR FLZACERLPY [BL

=
-

EZRIDD OF PERSIRMANCEDE1ES THALU 083033,
BORERT FREN LS ADE 2ol AT 30%-206-H4E1 B THE

NEEIGMATED REPRESENTATIVE OF THE CONTRAZTING SFFI-ER.

THE BERRESENTLTIVE'S AUTHDRNY B LIMT=0 70 THE SUTIES SEEZIEES
=4E LTTEASHED APPIINTRERT,

EoUEREENTSIFTWLRE USER: SHERRIE WI2D
SODE 2070, PHONE 309-286-5291.




This delivery order is for comprehensive deskiop computer services, server services, and intra-center
communication services for the Goddard Space Flight Canter (GSFC} including the Wallops Flight
== Facility (WFF) and GISS covared in the ODIN contract, Additional tarms and attachments to this Delivary

Cirder ars enclpsad,
1. PERIOD OF PERFORMANCE

The period of perormance for this delivery order is for a 1-year base period from Oclobar 1; 2002
through Septamber 30, 2003 with one G-month option period from October 1, 2003 through March 31,

2004,
2. QUANTITIES ORDERED

The total quantities ordared under this delivery order are contained in the On-Line Delivery Order {(ODO)

dated September 30, 2002, and is priced in accordance with Attachment A to this document. The ODO is
incorporated by reference.

E

3. DELIVERY ORDER VALUE

The total not-to-axceed valua of this dalivery order i= as follows:

_Base Prica: §14,958 014

Option Price,__7.644,570
Total IDIQ 8§22 502 564

1, CUSTOMER SATISIFCATION
w_-na Customer Safisfaction Melric is 90%.

5. ASSET TRANSITION

The assel fransition valug shall be negotiated within 30 days of the delivery order effective dale.

6. RETURN TO SERVICE

The Return to Service surchargae is $348. This is a fixed amount for the Restore (o Baseling
configuration in accordance with Section C.5.5.3 of the Master Contract.

7. SECURITY UPLIFT

In accordance with Master Contract Section A.1.15 and C.5.8.6, the contractor shall uplift any seat o &
classified (Secure) level. The surcharge for this requiramant will be negotizted when tha nesd has bean

identified and defined by tha Governmaent.

8. SERVER FILE SPACE

Server file space per usar shall be defined as 100 Megabyles per usar as raferencead in Master Contract
section E.3.1.15.

* TECHNICAL REPRESENTATIVE

=g Delivery Order Contracting Officer's Technical Represantative (OCOTR) is Rober Fraeitas, Code
299, at 301-286-8451.,



10. CRITICAL ESCALATION PRICE

C.5.0.4.2 of Contract NASS-98145 allows for up 1o 1% of all problem calls 1o be escalated to priority
= sarvica in accordance with the established procedure. If the Governmant exceads the allotted amount,
the Gavernmeant agrees to pay $125 per incident. The Contractor shall include these charges on ths

monthly invoice, charged to the appropriate Division,

11. MINIMUM SERVICE LEVELS

The minimum servica levels for the GF2, GP3, and SE1 ssat ara as follows:

Hardware maintanance

Systern Software mainienance

» ODIN Application Softwars

« ODIN Application Software maintenance

The minimum service lavals for the SE2 and SE3 seats are ac foliows:

= Hardwarg maintenance
System Software maintenance

In addition, the optional service levels with each of these services must be selected in a consistent
mannear {e.0., a2 GP1 user selects the Premium service level for each of the four sarvices. )

However, there may be circumstances where a user's rejguiremants may dictate that the user needs to
opt cut of soma or all of these services. A waiver reguest will be initiated if a mutual agreement can not

g nagotiated with the Contractor, the DOCOTR, and the user.

12, STORAGE VOLUME

Service Description: Provide server slorage space on ODIN provided sarver.

Service Levels Typi rvi aracteristi
Mone Mo servar space

Basic 20 MB of server space

Regular 500 MB of server space
FPremium 5 GB of server space

Enhanced 25 GB of sarver epace

Enhanced Plus 50 GBE of server space

13. PCELL SEAT

The monthly price for the cell phona s $80. The standard features are as follows:

Call waiting

Caller ID

Call detall

Thraa-way calling

Woice mail

=10 minutes & month within the Sarind PCE network including roaming
sora io Service: Regular

108 mail
Owverage Fee: 50.45/minute over 500 mimuies'month

Roaming Fee: 50.45 /minute



Accessories and replacement batieries will be available via the catalog

Hardware will mest or excead currant specifications.
14. LIMITATION OF FUNDS (FIXED-PRICE CONTRACT)

Not withstanding the requiraments of Contract NAS5-88145, the following additional clause |s modified
and incorporated inio this Defivery order:

1852.232-77 Limitation of Funds (Fixed- Price Contract) (March 1388)

(a) Of the total price of services offered, the sum of $3,000,000 is presently available for payment and
allotted 1o this contract. It is anticipated that from time to time additional funds will be allocated to the
contract in accordance with the following schedule, until the 1otal price of said services is aliottad:

SCHEDULE FOR ALLOTMENT OF FUNDS

Date . Amounts
TED TBD

(b} The Confractor agrees 1o perform or have performed work on the items specified in paragraph {a) of
this clause up to the point at which, if this contract is terminated pursuant to the Termination for
Convenlence of the Government clausa of this contract, the total amounl payable by the Govemment
{inciuding amounis payable for subcontracts and settlement costs) pursuant to paragraphs (f) and (g) of
that clause would, in the exercise of reasonable judgment by the Contractor, approximale the total
amaunt at the time allottad 1o the contract. The Contractor is not obligated to continue performance
af tha work bayond that paint. The Government is not obligated in any event to pay or reimburse the
ontractor mors than the amount from time to time aliotted to the contract, anything to the contrary in the

~—1ermination for Convenience of the Government clause notwithstanding.

{cH1) i is contemplatad that funds presently allotted to this contract will cover the work to be perormead
until January 5, 2003.

(2) I funds allotted are considered by the Contractor to be inadequate to cover the work to be
performed until that date, or an agreed date substituted for it, the Contractor shall notify the
Contracting Officer in writing when within the next 60 days the work will reach a point at
which, if the contract is terminated pursuant to the Termination for Convenience of the
Government clause of this contract, the total amount payable by the Government (Ineluding
amounts payable for subcontracts and settlement costs) pursuant to paragraphs (f) and (g) of
that clause will approximate 75 percent of the total amount then allotted to the contract.

(3) (i) The notice shall state the estimate when the point referred to in paragraph (c){2} of this clause will
be reached and the estimated amount of additional funds required to continue performance to the date
specified in paragraph (c)(1) of this clause, or an agreed date substituted for it

(il The Contractor shall, 80 days in advance of the date specified in paragraph (c}(1) of this clause, or an
agreed date substituted for it, advise the Contracting Officer in writing as to the estimated amount of
additional funds required for the timely performance of the contract for a further penod as may be
specified in the contract or otherwise agreed to by the parties.

"} If, aftar the notification referred to in paragraph (c)(3)(ii) of this clause, additional funds are nat allotted

the dats specified in paragraph (e)(1) of this clause, or an agreed date substituted for it, the
—Contraciing Officer shall, upon the Contractor's written reguest; terminats this contract on that date or on



tha date set forth in the request, whichever is later, pursuant to the Termination for Canvenience of the
Govemmeant clause.

“— (d) Whan additional funds are allotted from time to time for continued perfarmance of the work under this
contract, the parties shall agree on the applicable period of contraci performance to be covered by these
funds. The provisions of paragraphs () and (c} of this clause shall apply to thess additional allotted
funds and the substitutad date pertaining to them, and the contract shall be modified accordingly.

(@) i, solely by reason of the Governmeant's failure to aliot additional funds in amounts sufficient for the

timely performance of this contract, the Contractor incurs additional costs or iz delayed in the
periormance of the work under this contract, and if additional funds are aliotted, an equitable adjusimant

=hall be made in the prics or prices {including appropriate target, billing, and ceiling prices wnere
applicable) of the itams fo be delivered, or in the time of defivery, or both.

{f) The Government may at any time before tarmination, and, with the consent of tha Contractor, after
notice of termination, allot additional funds for this contract.

{g) The provisions of this clause with respect to tarmination shall in no way be desmed 1o limit the rights
of the Govemment under the default clause of this contract. The provisions of this Limitation of Funds
clause are limited to the work on and allotment of funds for the items set forth in paragraph (&) of this
clause. This clause shall become inoperative upon the alistment of funds for the total price of said wark

except for rights and obligations then existing under this clause.

{h) Nothing in this clause shall affect the right of the Govemment 1o terminate this confract pursuant to
the Termination for Convenience of the Government clause of this contract.

(End of clause)

jp S—
15. Not withstanding the reguiremenis of Contrast NAS5-08145, the following additional FAR and NFS

clauses are Incorporated into this Delivery order by reference. These clauses are modified where
required to reflect the following changes or filHns:

16a) 1852.245-71 INSTALLATION - ACCOUNTAB LE GOVERNMENT PROPERTY (June 1998)
Altarnate | (March 1983)

- Caontract Section A.1,14 identifies the Contractor user responsibilities for paragraph (a) of
clause 1B852.245-T

16b) 1852.245-73 FINANCIAL REPORTING OF NASA PROPERTY IN THE CUSTODY OF
CONTRACTORS (August 2001)

16¢) 1852.245-77 LIST OF INSTALLATION - ACCOUNTASLE PROPERTY AND SERVICES (July
1997)

- Paragraph (b) (1) of clause 1852.245-77 is modified 1o include the List of Instaliation —Accountable
Government Proparty in Attachmant C.

- The property or servicas identified in paragraphs (c) and (j) of clause 1852.245-77 are not
authorized under this daelivery order,

L"lﬂd} 1852.215-85 OMBUDSMAN (JUNE 2000) Atternate 1 (JUNE 2000} is incorporated by raference

with the following fill-in at paragraph B, Willlam Townsend, NASAGSFC, Code 100, Bldg. B, Rm. 500



Greenbelt Aoad, Greenbalt, MD, 20771, Phone:(301) 285-5085, Facsimile (301) 286-1714, Emall
Address: Wiliam.F.Townsend.1 & gsfc.nasa.gov

16e) 1852,204-74 CENTRAL CONTRACTOR REGISTRATION (AUGUST 2000) is incorporated by
reference.

16f) 1852.223-70 SAFETY AND HEALTH (MAY 2001) is incorporatad by reference.
16g) 1852.223-75 MAJOR BREACH OF SAFETY OR SECURITY (MAY 2001)

16h) 1852.242-72 Observance of Legal Holidays (AUGUST 1392)

17. Mot withstanding the raguirements of Contract NAS5-88145, the following GSFU clauses are
incorporated into this Delvery Order

1Ba) GSFC 52.211-85 GOVERNMENT PREMISES--COMPLIANCE WITH PROCEDURES (NOV 1929)

(a) Compliance with procedures. While on Government premises, the Cantractor shall comply with
sstablished reguirements governing the condue! of personnel and the operation of the facility. These
regquirements are sat forth in MASA-wide or local installation managemant instructions, handbooks, or
announcements. The following cover many of the requirements that must be met by Contractors utilizing

GESFEC facilities:

GMI 1040.5 GSFC Emergency Managament Frogram
GMI 10406 GSFC Emeargency Management Plan
GMI 1152.89  Facilities Coordination Commitlee

GHB 1600.1 Securty Manual

GMI 1700.2 GSFC Health and Safety Program

e GMI1T72.1  Canter Smoking Policy

GMI 1780.1  GSFC Confined Space Policy

GHB 1780.1 Chamical Hygiang Flan
GMI 25402 Administrative Communications, Facilities, Equipment and Services

GHB 8800.2 GSFC Environmantal Handbook
GMI BB40.1 Center Paper Recycling Program

Center Announcement Na. 80-58—-Caontractor Business Use of Official Mail and of the Mail Services
Centar.

Copies of the current issuances may be obtained at <hitp://gdms. gsefe.nasa govigdms/plsglimanu_guest-
or from the Contracting Officer. The abova list may be modified by the Contracting Officer to include
additional issuances paraining to the conduct of parsonnel and the operation of the facility.

{b) Telephone usage certification. If the installation provided property and sarvices listed in NASA
FAR Supplement clause 1852.245-77 includes the use of telaphones, the Contractar shall provide an
annual certification that all such usags was in accordance with GHE 2540.2, "GSFC Administrative
Communications Facilities, Equipment and Services”, This certification shall be made in January of each
year covering the preceding calendar year and at the conclusion of the Contractor's efforls onsite at the
GSEC. The cerification shall be submitted to the Contracting Officer with a copy to the Customer

Interface Branch, Coda 284.
{End of clause)



18b) GSFC 52.203-91 LIMITED RELEASE OF CONTRACTOR CONFIDENTIAL BUSINESS
INFORMATION

e (2] NASA may find it necessary o release information submitted by the Contractaor, either
in responzse 1o this solicitation or pursuant to the provisions of this contract, 1o Individuals
not employed by NASA. Business information that would ordmarily be antitled to
confidential treatmant may be included in the informafion released 1o thess individuals.
Accordingly, by submission of this proposal, or signature on this confract o other
contracts, the Contractar hereby consants to a limited release of its confidential business

information {ZBI).

(b Possible circumstances where the Agency may releass the Contraciors CBl include,
but are not limited to, the following:

(1) Te other Agency Contractors and subcontraciors, and their employees tesked with
assisting the Agency in handling and processing information and documents In the
evaluation, the award or the administration of Agency contracts, such as providing bath
preaward and post award audit support and specialized technical support to NASA's

tachnical evaluation panels;

{2) To NASA Contractors and subcontractars, and their employeas angaged in
information systems analysis, development, operation, and maintenance, including
performing data processing and management functions for the Agency.

(c) Except where otherwise provided by law, NASA will permit the limited release of Cel
under subparagraphs (1) or (2) only pursuant to non-disclosure agreements signad by the
assisting Contracior or subcontractor, and their individual employees who may reguire
access to the CBI to perform the assisting contract).

{d) NASA's responsibilities under the Freedom of Information Act are nol affected by this
clause.

() The Contractor agrees to includs this clause, including this paragraph (g}, in all
subcontracts at all levels awarded pursuant to this contract that require the furnishing of

confidential business information by tha subcontractor,

{End of clausa)

18c) GSFC 52.204-99 ONSITE PERSONNEL-REPORTING REQUIREMENTS AND CHECKOUT
PROCEDURES (SEPT 1938)

(a)LISTS. The Goddard Space Flight Center maintains a Locator and Information Servicas Tracking
System (LISTS). The LISTS contains work and homa location and contac information for personnel
iocated onsite for & plannad period of more than six months and for all personnal that have permanent
NASA/GSFC Idantification Badges, regardless of duty location.

{b) Form 24-27. The Contractor must complete and submit @8 GSFC Form 24-27, "LISTS Data and
Badge and Decal Information” for each employse that meats tha conditions in paragraph (&) of this
clause. The Instructions for completing the form are contained in GSFC Form 24-27a. These forms are
svaitable from GSFC stores stock. The GSFC Form 24-27 shall be submitted to the Delivery Ordar
~ontracting Officer's Technical Representative (DOCOTR). The DOCOTR will review the form(s) for
curacy and completengss and resolve any housing or access issues and return the approved form to
“—the Contractor. The Contractor shall farward the approved farm(s) to the GSFC Security Sranch, Code
2051, far data antry info the LISTS and to obtain appropriate badge(s) for the Contractor employes(s).



Tha Contractor may contact the LISTS Managar, Institutional Support Office, CGode 201, 301-286-2308,
for assistance regarding the LIST System.

I (c) Monthly report. The Contractor shall submit a maonthly annotated LISTS Report. The E5FC
LISTS Manager, Cods 201, will furnish a LISTS print-out to the Contractor no later than the and of each

manth. The Contractor shall annotate this provided report to correct and update the infarmation. This
shall include a “mark out” of those employaes wha are no longar employed by the Conftractar or no
Isnger meet tha conditions of paragraph (&) of this clause. Any additional employees that meet the
eonditions in paragraph (a) shall be entered on the report, including the date the GSFC Form 24-27 for
each such employes was submittad to the GSFC Security Branch. The annotated LISTS Report shall be
submitted to the DOCOTA, the GSFC Security Branch, Coda 205.1, and to the LISTS Manager, Code

201, by the 10th calendar day of the manth,

{d) Checkout Procedures. The Gontractor shall ensure that all Contractor personnal that have
NASA/GSFC izsued identification, keys ar other property that leave its employ or that no longer will be
working onsite, process out through the GSFC Security Branch, Code 205.1 and raturn all such property.

If not aceomplished by the employee, the Contractor shall take action to ensure its accomplishmant no
later than 30 days after the employee's departure.

(End of clausa)

19. Clause 52.222-37 EMPLOYMENT REPORTS ON DISABLED VETERANS AND VETERANS OF
THE VIETNAM ERA (JAN 1998) is also incorporated by reference,

20. EIT ACCESSIBILITY STANDARDS

4ig delivery order reguires that applicable Electronic and Information Technology can be accessed and
_.sed by people with disabilities in accordance with Section 508 of the Rehabilitation Act of 18973 (28
U.5.C. 794d), and the Architectural and Transportation Barriers Compliance Board Electronic and
Information Technology (EIT) Accessibility Standards (36 CFR part 1184), unless an exception undar

thase reguiations apphy.
21. Property Management Clause

a) The Contractor shall notify the appropriate property custodian when Govemment-owned
equipment is replaced with ODIN-owned equipment; is moved to a new location; or is ramoved

for maintenance or repairs.

b) The Contractor is not required to track Govermment-owned equipment in the NASA Equipment
Management System (NEMS).

¢} All ODIN-owned equipment shall be tagged as an ODIN asset prior 12 being delivered to &
customer.

d] The Contractor is not required to clean Govemment-owned computer hard drives except If an
arganization opts to continug using the eguipment and requests the Contractor to clzan the hard

drive.
Contractor-ownad eguipment shall be cleaned in accordance with their disk cieaning procedurs
as approved by the GSFC IT Security Manager (ITSM).

“—" f) Hacomputerwil not boot up and the Contractor determines that a workable salution is not
avallable, the Contractor shall ramove and destroy the hard drive prior to replacement.



g} The Contractor shall submit a Report of Survey (NASA Form 588) for any Government-owned
gsset that is iost whils in its possession.

k| The Contractar shall work closely with the losing organization's managemeant and praperty
cusiadian in the event an ODIN-owned asset is lost. In the case of suspacied theft, the

Contractor shall notify GSFC Security immeadiately.

The Contractor shall provide & list of all ODIN-ownzad assets that were |ost or stolan during the

i ]
previous month. The reporting raquirements are defined in DRD 3 of this Delivary Order.

) The Contractor shall provide a list of ail the ODIN-managed, Governmeni-owned squipment thiat
was moved by the Contractor each manth. This report shall be sent to the GSFC SEMO/Code

235 on a monthly basis,
22, Attachment D - Safety & Health Plan is incorporated.

23. Attachment E - Subcontracting Plan is incorporated.



ATTACHMENT A

UNIT PRICE PER SERVICE



Attachment A
Unit Price Per Service

Seat Type Base Price Option Price

GP2 PC 5 146.00 % 147.00
GP2 Mac 5 160.00 & 161.00
GP3 PC o 179.00 % 180.00
GP3 Mac $ 25000 & 251.00
SE1 PC 5 15100 % 152.00
SE1 Mac 5 163.00 % 164.00
SE1 Unix 5 373.00 & 374.00
SEZ PC $ 168.00 & 169.00
SE2 Mac S 196.00 % 1897.00
SE2 Unix $ 386.00 % 387.00
SE3 Unix h /33.00 & 734.00
SE1PClaptep $ 189.00 § 200.00
SE1MAC Laptop $ 27100 § 271.00
Lan B 5 173.00 § 173.00
l.anC S 25.00 § 25.00
T APP1 $ 4000 §  40.00
COMP1 5 92.00 $ 92.00
FILE1 5 40.00 % 40.00
WEB1 5 77.00 § 77.00
Fax 1 5 37.00 % 37.00
Fax 2 3 60.00 § 60.00
Fax 3 3 90.00 § 90.00
Pcell 5 60.00 % 60.00
FDA 3 55.00 § 55.00
RCA 5 48.00 § 48.00

NAD $380,291.00 5385,281.00

S
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ATTACHMENT F
GODDARD SPACE FLIGHT CENTER
Regquirements Document



1.4 Communications Seals
1.4.1 Additional Services for LAN Services
1.4.2 LANA Seat
1.4.53 LANE Seat
1.4.4 LANC Seat
1.4.5 Clarification: NAD vs. LAN
1.5 Troubla Tickst Resolution
2.0 METRICS
2.1 Performancs Retainage Pool (PRP)
2 2 Metric Performance Retainage Pool (MPRP}
2.0 DELIVERY ORDER TRACKING AND CATALOG SERVICES
3.1 Delivery Order Tracking
3.2 Catalog Services
3.2.1 Catalog of Services and Commearcial
Compeonents (CSCC)
3.2.2 Catalog Maintenance
3.2.3 Re-Utilization of Catalog Product or Unigue Sarvices
3.2.4 Catalog Ordering
3.2 5 User Assistance for Catalog Services
3.2.6 Renewal of Catalog Services
4.0 INFRASTRUCTURE AND BACK-OFFICE SERVICES
4.1 Infrastructure and Back-Office Services
Management Responsibilities
4.1 1 Infrastructure and Back-OHice Services
Management Organization
4.1.2 Infrastructure and Back-Office Services
Functional Eleaments

4.1.3 Work Araas
4.1.4 Infrastructure and Back-Office Services Responsibilities

4.1.5 Enginaaring and Infrastructure Upgrade Proposals (IUP)

4.2 Return To Servica Levels
4.3 User Requast Perfformance Summary
4.4 Property Managemeant
4.5 Reporting
4.5.1 Network Perormance
4.5.2 Server Parformance
4.5.3 Network Topology
4.5.4 Davice Configurations
4.8 Maintenancea
4.7 Documeantation
4.8 Network Performance Standards
4.9 Operations and Maintenance
4,10 In=tallations
4.10.1 General
4.10.2 Contractor Responsibilities
4.11 Center Cabla Plant
4,11.1 Cabling
4.11.2 Ancillary Hardware
4,11.3 Facility Spaces
4.11.4 Wiring Changes
4.11.5 Documeantation
4.12 Ramote ACCass
4.12.1 Sarvice Levals

14
14
14
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14
i5
19
18
16
16
16
17
17
18
18

18
189
19
19
19
19
13

19
18

20
21
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24
24
24
25
23
26
26
27
27
28
28
28
28

29
23
29
30
30



4.12.2 Usar Accounts
4.12.3 Logs and Statistics
4.12 4 Reports
4,13 IP Address Managemeant
4.13,1 Sarvice Levals
4.13.2 User Classas
4.13.3 Policies
4.13.4 Logs and Statistics
4.13.5 Reports
4.14 Enterprise/Back-Offica Services
4.14.1 General Entarprisa/Back-Office Service Policies
4.14.2 DNS
4.14.2.1 DNS Service Leveis
4. 14,22 DNS Policias
4.14.2.3 DNS Logs and Stalisfics
4.14.2.4 DNS Reports
4,14.3 POP Servers/User Email
4.14.3.1 E-mail Service Levels
4.14.53.2 Mail Drop Sarvice
4,.14.3.3 Emall Policies
4.14.3.4 Email Logs and Statistics
4,14.3.5 Email Reporis
4,14.4 Email List Service
4,14.4.1 Email List Service Lavels
4. 14.4. 2 Emall List Senvice Folicies
4,14.4.3 Email List Service Logs and Statistics
4.14.4.4 Email List Service Raports
4.14.5 X.500 Directory Service
4.14.5.1 X500 Direclory Service Lavels
4.14.5.2 X.500 Directory Service Policies
4 14.5.3 X.500 Diractory Service Logs and Statistics
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1.0 SEAT AND SERVICE MODEL VARIATIONS

1.1 Deskiop Saats

Tha following variations,
1o this delivery order. Changes

i.1.1 Platform Perdormance Specifications For PC and Macs

The fallowing table defines the minimum
must maet or exceed these performance
reguasts for walver below the minimum perfarmance
granted for performance reduction graat
the Delivery Order Contracting Officer's

ravizions, and clarifications to the desktop service mods! are applicable
ta Table E.2.1.1, Daskiop Seats, are shown in Appandix A

performance levals required. All proposed platiorms
levels. The Govemment will consider specific

laval, but in no avent shall a wakver be

at than 5%. All waiver requests shall be submitted o
Technical Rapresentative (DOCOTR) for consideration.

IVEY Level

PG
Desktop
Scale

fac

Desk

top
Scale

pc
Laptop
Scale

PC Light-
weight
Laptop
Scale

Mag

Laptop
Scale

Mac
Light-weight
Laptop
Scale

Platforms

PC daskiops

GP2 standard - Mid-laval

B0%

5E1 pptional - High-and

85%

SE2 optional — High-level

85%

Macininsh deskiop

G2 standard - Mic-lavel

| 100%

SE1 optional - High-and

100%

SE2 optional = High-level

100%

PC leptop

GP3 standard - Mid-level

BO%e

GP3 opticnal - High-level

80%

SE1 optional — High-level

0%

|PC Lightweight laptop

Lightweight Lapiop - Mid-leval

BES %%

Macintosh laplop

GP3 standard - Mid-level

B5%
Lo

GP3A optional - High-level

85%

SE1 optional — High-level

85%

Magintosh thin Eptop

Lightwaight Laptoo - Hiph-level

1005

1.1.1.1 File Sarvices:

The standard for file services Is “None.” Basic, regular and anhanced are options.
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1.1.2 GP3 Seats
1.1.2.1 General Requiremenis

The following applies to all GP3 seats:

« Rachargeable bateries ars included undear all GP3 s=als.

« Al GP3 seats shall come with a carrying case.
« Al laptops will come with a modem, and a NIC card.

1.1.2.2 PC Lightweight Laptop Seat

A PC lightweight laptop is @ naw semice leval option. The base lightweight PC laptop shall not
axcaed 3.5 Ibs in weight (the weight does not include the floppy drive or CD-ROM Drive]).
Lapiop computer componants shall also include the following: computer componants, (1.8,

rocessar, motherboard, ram, hard-disk, screen, keyboard and mausg), integrated gard bus
slats, both a floppy drive and a CO-ROM Drive, system battery, and all fzatures and functionality
of the laptop platform and commercially-available lightweight/ultra portable laptops, including, at
& minimum, processor, display, full function keyboard, madem, hard disk and connection for

extemal peripharals.

1.1.2.3 The Maclntosh Thin Laptop

If available, the Macintosh thin laptop shali not axceed 1 Inch in thickness. Base laptop
computer components shall include: processor, motharboard, ram, hard-disk, at least 15.2 inch
wide scresn display, keyboard, mouse, integrated card bus slots, floppy drive, CO-ROM Drive, 1

system battery, and connection for external peripherals,

1.1.2.4 GP3 Docking Stalion

all laptop seats. The docking station shall include a

The docking station shall be an opiion on
docking station shall be tech refreshad

mouse, a keyboard, and manitor. All components of the
with the GP3 saat (if this option is selected).

If a docking station is not commercially available a monitor, keyboard, and mouse shall be
supplied by the Contractor,

1.1.3 Enhanced Seats

1.1.53.71 SE2 and GP3 Saats

SE2 Plus and GP3 enhanced catalog option—The Coniractor shall offer a catalog
option for SE2 and GP3 seat customers whose raquirements are not met by the hign
and SE2 and GP2. On a quarterly basis, an architecture team within GSFC will define
the requirements of the augmentation for this seat. The Contractor shall then propose a
configuration that mests thesa requirements, and that configuration shall be supplied to

those who choose this catalog option,
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The Contractor shall make this option available only to those who ara schaduled for
tech refrasn.

1.1.4 Seat Changes and Delations

Tha Govemment will ba able to changs seat types and service levels, and/or deiste seats at any
time during the delivery order. The Contractor shall provide manthly reports to DOCOTR
regarding the number of seat changes and delstions, The Contractor shall provida sest
changes within 10 days and servica level changes within 5 days of DOCOTR approval.

If the Government changes a seat typa during the delivary order—e.g., from & GP2to a GP3 for
a parson moving from a tradifional deskiop syslam 10 a portabla systern with a docking station—
the monthly seat price shall change to the existing cost of the new ssal type and will be effectve
an the 1 date of the month following delivery of the new system, but no one-lima Costs shall ba
levied. This is limited to one seat change per customer per dalivery order,

1.1.5 Naw Seals

The Contractor shall provide new seats appropriately configured for the seal typs within 10
working days of DOCOTR approval. For new deskiop seats, the platform deliverad shall mest
or exceed the current gquaner's perormance profile ranking at the ime the new saat requeast is

recaivaed,

1.1.6 Temporary Seat

In accordance with Contract Section C.5.9.3, the Contractor shall provide temporary seats
appropriately configurad for the requasted seat type and provide all the standard functionality.
Pricing for & temporary seat shall be based on the monthly price of a comparably canfigured full
zsat. Any pan of @ month will be priced at a full month. Temporary seats shall be provided in
apcordance with the foliowing unless the requestor agrees to longer response time or lesser

functionality for the specific request:

The Contractar shall provide temporary seats within 5 days of the customer's requast

The characteristics of a temporary seat shall include connectivity and/or service 10 suppat
planned mestings, confarances, autharized travel, shoe-term projects, etc.

Temporary seats do not have o be V&Y approved but do have to mest minimum CIo
standards, There shall be no additional service charge for providing temporary gaats.

1.1.7 Personal Data Assistant (PDA's)

POA's shall be available as a seat and shall include hardware, maintenance, installation of tha
operation systam, synchranization to one calendanng softwara and communication sarvices,
Product offerings shall include support for Palm and for systems thal become compatibie with
Meeating Maker in future releases. The PDAs shall be compatibla with all deskiop seats. Tha
PDAs shall support the GSFC enterprise MestingMaker solution standard only, Conduit
software shall be supplied and supported. The Conlracior resenves the right 10 accept or deny

existing PDAs as a seatl with DOCOTR conourrance.
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Service Type Service Level Typical Service Charactenstic
[ FOA Wid-level Black & White | Biack & White POA
P&
Hardware Maintanance ___ Pramium Resior o service within B wodk histers
Systam Saftware Pramium Restore to sendze within B work howrs
Maintenance
Eofwara Tech Belrash Regular Aefreshment within 1 yaar of the lalest release by the
software vendar
| Moves, Adds, Changes Regular <=5 maves/sdds/chanoes completsd wthin 2 wafk days
Imegrated Cuslamer Enhanced Full sarvicas
SupportHalp 24uT oparafons,
N Acknowladgmant of request within 1 hour_
Hargware Taech Relresh Framium Aedreshed avery 3 YBars

1.1.7.1 PDA Display

Service Levals Typical Service
Characienshc

PDA Black and white

PDAZ Color '

1.1.7.2 HARDWARE MAINTENANCE

Service Description: Provides standard hardware maintenance services for the compitar
hardware system (CPU, Memory, Monitor Services Include);

{ System diagnostics and trouble shooting

{ System and component maintenance

{ Hardware configuration, tracking, and documantation.

| Service Levels Typical Service Charactersiic
Mone: Mo hardware maintenance provided

| Premium: Restore 1o sarvice within 8 work hours
Enhanced: Restore to senvice within 4 work hours
Critical: Restore to service within 2 contiguous holirs

1.1.7.3 SYSTEM SOFTWARE MAINTENANCE

Service Description: Provide software maintenance services for system software including the
operating systam, security software, and appropriate “middleware” communications software,
OS services, application services, and system management services). Software patches are
madifications to the software which provide security and bug fixes. Services include:

{ Diagnostics and trouble shooting

{ Application configuration, tracking, and documentation

{  Patch acquisition, testing, verification, and installation

Se avals Typical Service ractaristic

Mong: Mo system software maintenance

Premium: Aestore to service within 8 work hours
Enhanced: Restora to sarvice within 4 work hours
Critical; Restore to service within 2 contiguous hours
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1.1.7.4 SOFTWARE TECHNOLOGY REFRESHMENT

Sarvice Descrintion: Provides for pariodic refreshment of system and ODIN application
software (appropriate to the ODIN seai typs) 10 more affactively and sfficiently perform basic
system and application objectives of the relevant ODIN seat. This sarvice providas the seat
with new versions, upgrades, modifications, and nan-sacurity and non-bug related patches
associated with the system and ODIN application softwars,  Software tachnology refreshment
will supersade hardware technology refreshmant. The Contractor shall accelarate the hardwara
tachnology refreshment for a seat when the software requires hardwara upgradss o run
effectively and efficiently. Refreshmant of tha standard application software suite must be
consistent acroas the Agency 1o the extent that interoperabliity issues oo not arise as a rasult of

using different varsions of software.

Service Typical Service Characteristic
LEEE
Hegular; Hefreshment within 1 year of the laiest release by the softwara vendor

Refrashment within 1 year of the latest releass by the software vandor plus
provides the capability fo request and receive software refreshment within
1/2 year of the latest release by the software vendar, on an individual

software product basis,

Enkancad:

1.1.7.5 INTEGRATED CUSTOMER SUPPORT/HELP DESK

Servica Description: Provides Help Desk contact, resolution, and tracking services for customer
support for the following ODIN supported capabilities:

{ ODIN Communications Systams Services

(  System hardware, system software, and appfication softwars

{ Supported catalog hardware and software

The service also includes the ganeration of troubla tickets, providing customear and service
providers with system status and alerts, and submitting unresclved problems o ODIN service
providers. The ODIN provided Help Desk will be responsibie for routing and tracking user
raquests for non-ODIN services to the appropriate service provider. (Ses Section C.5.3,

Integrated Customer Support/Help for additional requirements.

arvice Level Typical Service Characteristic
Enhancad Full sarvices
24x7 opearations;
Acknowledgment of request within 1 hour

1.1.7.6 HARDWARE TECHNOLOGY REFRESHMENT

Service Descrition: Provides for perodic refreshment of system hardware to maore effectively
and effisiently perform the objectives of the relevant ODIN seal type.

Service Lovels Typical Service Charactansiic

Basic: Relreshmant at least every 5 years with no more than a 3 ysar
average

Regular: | Refreshment at least every 4 years

Premium: Refrashment ai least avery J years i

Enhanced: Refreshment &t least avery 1.5 years

1
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1.2 Deskiop Services

1.2.1 Maintanance—Deskiop Saat

The following applies to hardware maintenance, system software maintanance, and appiication
software maintenance for all desktop seats:

» MNone, Basic, and Regular are not options.
s Premium shall be the standard for all deskiops axcept NAD where the standard is NONE.

« Onany seat, the sarvice levels for these thres maintanance options shall be the samsa.

1.2.2 Maintenance—Psarnipherals

On all deskiop seats, the Contractor shall provide maintenance to all existing Govemment-
owned peripherals with a gross asset value of 5750 or less per item at no additional cost to the
Govarnment, Howevar, the Contractor, with DOCOTR concurrence, on & case-by-case basis,
may refuse to provide maintenance on a peripheral. Factors to be considered include, but are
not limited to, age of tha peripheral; compatibiiity with deskiop oflerings; and supportability with

the current ODIN standard.
MNone is an option.
For the NAD seat, none is the standard. Hardware peripheral maintenance is an option.

instaliation of peripherals purchased from a non-ODIN source shall be al no additional cost to
the Govemmant. Peripherals purchased from a non-0ODIN source may be signed up as MA

seals.
1.2.3 Shared Peripharal Support with System Administration
The following services shall ba provided by the Contractor as part of System Administration.

* | 2 user or organization has a printer that is signed up as a NAD or LAN C ssal, tha
Caontractor is required to install the necessary drivers and sat up the computers) for all
identified users for that printer. All usars must be an ODIN tech refresh seat ora NAD with at

least regular system administration..

. If a user is configured to print 1o a natwork printar prior to 1ech rafresh, that configuration
shall ba reestablished on the new machins,

" If a user or an organization has a networked copier installed, the Contractor shall
soordinate and work with the dentified copler vendor 10 ansure the eorrect drivars are installed
and to st up the computer(s) for all identified users of that copier where such users are an
ODIN tech refrash seat or a NAD with at least regular sysiem administration.

1.2.4 System Administration for Desktops

The deektop system administration service description for all seat types is augmentad as
fallows:

« Provides system administration services
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« Sarvices may be basic network security compliance; basic and anhanced security
management; performance monitoring and aptimization; problem tracking and amor
datection: account management; configuration managament; and user support

« Enhanced is an option for NADs
K system administration is orderad, hardware mainenance, system software maintanance,

and application software maintenance must also be ordared.

In addition, tha following services are to ba provided at each service |level.

1.2 4.1 Basic Service Leval

« Network protocol administration

+ Emall account managament

Access to and managemant of Center's domain-available peripharals and sennces

(USEMET, time, DMNS, etc.)

» Basic security compliance management, |

' sacurity patchas, network services access
and/or on-site installation assistance.

» Assponse within 2 working days for customer requests

ncluding information about and access 10 sysiem
sontrol machanisms with installation guidelines,

1.2.4.2 Regular Service Level

« Network protocol administration

» Emall account managament

« Access to and management of Center's domain-available peripherals and services
(USEMET, time, DNS, atc.)

» Network security management

« Liser account management for entarprise servicas (sUC

group entries where appropnate for seat)

Provision of Configuration Guidelines and/or remate or on-site system software installed

according to those guldelines where applicable

« Workstation host level security, including information about and access 19
systerm/application security patches, network sarvices access controd mechanisms andfor

anti-virus mechanisms with installation guidelines and/or remote or on-site installation.

Basic network sacurity complisnce

Basic security monitoring and managemeant
Performance Monitoring and optimization

Hardware procurement configuration consultation.
Response by next working day for customer requasts

h as emall, UNIX, NT, and user and

1.2 4.3 Enhancad Service Leval

In addition, to the sarvices includad in the Regular service lavel, enhanced services includa a
pre-negotiated set of the following services, nominally provided by a dedicatad systems

administrator;

T Minimum order paniod s 12months.
2 Seat groupings mey combing imta miitinie
95 ar mose full seats housed n 8 maximum o

organizations within & builaing or 2 singla organization with
F iwo buildings may choosa this senice lgval
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£ miinirmurn of 35 full seate within a buliding may choose dadicated support™. If fewer than
35 gaats require this service, they will be charged at the 35 full seat minimum.

Sarvice Reguests would be placed through the InelliCentar for tracking purposes. Thay will
be processed by an on-site facilitator and routed directly to the technician for resolution,

The assigned technician would be responsible tor daily support activities, saat configuration
managament and sacurity assassments. Application/operating system updates and the
implemantation of security paiches/fixes would be coordinated and implamentad within a
master schadule for the overall program at GSFC,  Standard configuration of the
anviranment would fallow ODIN guidelines for network and desktop configuration.
Requirements that do not interfere with the basic operability of the Seat would be supported

such Bs;

Dask side response within 30 minutas

Dual boot systems will be supporied

Local, customized backup, restore, and archive service

Site specilic license management for Triaga 3 applications

Direct on-site user education and assistance

Site-specific consistent system configurations

Site-spacific system documentation

Desk side system administration functions 1o support the installation and effactive execution

of organlzational specific applications

Daily system monitoring

System-level parformance monitoring, tuning and optimization

Site-spacific client-server and network configuration management

Deskside per system account management {e.g. create, lock, remove ID=)

Site-specific peripheral management (2.0. custom partitioning disks, requiar periodic

defragmentation of disks, regular, periodic cleaning af tape units, #1¢).

Web servar and instaltation and administration and web-site managamer

= Address ongoing and emerging life cycle system administration issues for the installed
computing environmeant

» Pearorm capacity planning and site architecturs 1o

rESOUrces

optimize use of information technalogy

1.2.5 Training
None is standard,

1.2.6 Local Backup and Restore

Mone Is the standard for GP-SE seats. BASIC is weekly incremantal backup of ona data

diractory and one e-mail directory as defined oy the User.
Regular Is a weekly incremental of the entire hard disk, Enhanc

of the antire disk.

ed bacomeas daily incramantal

1.2.7 Integrated Customer Support/Help Dask

Basic and Regular ara not options. For all seats Enhancad is the standard service level. A ons-
hour rasponse acknowledgment time is required during normal working hours of operation.
However, a one-hour reésponse acknowladgment time is required 24 x 7 for all users who hava

salacted aritizal restors 1o senvice.



GSFC ODIN Delivary Order 2

1.2.8B Technology Refresh

Prior to tima of tech rafresh, the customer's seat configuration shall be analyzad with raspect o
what affects the rafresh shall have on the functionality of the systam. A detarmination shall be
made as to what existing hardware peripharals and software will be incompehible with the
upgrade. The contractor shall enable the sustomer's hardware peripherals and sofiware 12
tunction with the refreshed system. The Contractor may request avidences that the software is
licensed for any Govemment provided softwars. In the event that it is not tachnically possible to
make the customer’s hardware peripherals and software work with the new system, the
Contractar shall wark with the custamar to determine how 10 best restors functionality.

As much as the operating system allows, the customer's deskiop, shorteut, and toolbars should
look exactly as they did before refrash.

Tha technician shall allow the customer 1o run through & test drive of the refreshed machine
while the tachnician ie present. The tachnician shall address refresh Issues without the

cusiomer having to opan a tickat

esh plan including numbers of seats fo be refreshed and

The Contractor shall provide a tech refr
sis. However, each organization has the right to revise

suggested candidates on a quarterdy ba
the list of seats 1o be tech rafrashed.

Before completing the tech refrash process, tachnicians shall ensura that customers understand
any changes made 1o their deskiops, are made awarae of any potential impacts to the oparations
of thelr systems, and are rsturned to full service as quickly as possible.

1.2.9 Technology Refreshment Baseline

The Contractor is required to submit a revised technology refreshment baseline (Mastar
Contract Attachrment R) quarterly in accordance with Contract Saction N.

When portable computers are refreshed they must be replaced with machines of similar
funationality with current technology and units of equal to or smaller size and lightar waight.

1.2.10 Desktop Software Load (ODIN Application Software)

a} For this Delivery Order, the Govemment has defined a GSFC core software load and a
GSFC standard software load, The core software load is required on all desktop seats. The
standard software load is available upon request to all desktop seats at no additional cost,
Appendix B lists the reguired softwars. All desktops shall be configured with the required
GSFC core software load within the first six months of the delivery ordar. Any hardware
refreshes nacassary fo meet this requiremeant shall be parformed. Additionally, all new,
replaced, or refreshed desktop seats shall contain at least the GSFC cora software load as
listad in Appandix B. The Contractor is responsible for acquiring and maintaining the
llcenses for all software provided as part of the core and standard loads.

eottware listed in current and future versions of NASA-STD-
2804, Minimurn Office Automation Software Suite Interface Standards And Product
Standards. Support includes, but is not limited 1o, instalistion and reinstallation, upgrades,
software patches, bup fixes. Any hardware rafrashes or memory upgrades Necessary 1o
aat new soitware requirements shall be performed. Support for shareware includes, but is

=]

b} The Contractor shall support all
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sllation, In those areas where the customer has
purchased the shareware, suppon includas. but is not limited o upgrades, software patchas,
and bug fixes. For a shareware product, Contrastor support may be limited by the amaunt

of support provided by tha vendars of the sharaware.

not limited 1o, installation and reinst

If accordancs with E.3.1.7 Software Technology Refrashment of the Master Contract, the
Contractor shall rafresh the system and ODIN application software within 1 year of the latest
release by the software vendor. A user may select the “enhanced” service level. Once the
Cantracior has testad tha new release, the Contractor shall present its software rafresh plan
to the CCB, after review by the DOCOTR, in sufficient encugh tima 1o ensure roll out within

1 year of releasa.

c)

d) In accordance with C.5.2 End Usar Documantation, the Contractar shall provide unrestricted
access to end user electranic documentation on ODIN senvices for the usa of any progucts
provided. Hardcopy documentation, including media, shall ba available in the catalog.

&) The latest version of Eudora, Netscape, PC and Mac Antivirus, and Meeting Maker (Measting
Maker users are cappad at 2,300 non-catalog users that are determinad by the
Govemment), as approved by the DOCOTR, shall be available on the CNE web page for
download to all NADs with access to the GSFC internal website, Licenses for this softwara,
axcluding Meeting Maker, shall be inciuded with the NAD seat.  All anti-virus updatas shall
be mada available for download immadiately upon release from the software vendor.

n all servers, except Filed, App1 and Comp1 shall be completad within
the following time frame: 24 hours for those rated High Prority by NASIRC and 48 hours for
Medium Priority. Security patches for all workstations within the GSFC domain shall be
completed within 20 business days (provided sufficient bandwidth and an SMS
implementation is complete} from the ime that the Government approves the Contraclor's

test results. Customers who do not log into the GSFC domain will be deployed within a

concurrent 40 business day period.
Note: Currently, approximately 48% of full ODIN seats have GSFC NT domain accounts.

fi Security patches o

1.2.11 Movas, Adds, and Changes

In addition to the requirements in Contract Section E.3.1.8, Moves, Adds, Changas (MAC), the
following definitions apply: (a) A move is defined as de-installation, move and re-installation of
system hardwara. (b} Virtual moves do not count in computing the total number of moves
included in the service levels. A virtual move is one that does NOT require a physical dispatch
of & technician or analyst. (c) Moves are aggregated by service, for axample, average of ong
move per year for each =seat” type in sach of these eategones. desktop, server, and
eammunications services, (d) Wiring needed to provide connactivity to a seat is included in the
seat price provided the basic infrastructurs I= in place 1o support L

In addition, the Contractor shall provide resources or analysis to aid the custemer in determining
which hardware and software purchased from enother sourcs, other than ODIM is compatible
with the existing system. The Contractor shall install the item only if the installation does not
make the machine unstable or destroy existing funchionality. The desk side visit will count as a

move, add ar change.

1.2.12 NADS

Tha standard return to ssrvice time for 2 NAD shall be g8 business hours unless otherwise notad.



GSFC ODIN Delvary Oroer 2

1.3 Server Seats
1.3.1 Web Sarver and File Sarver Saat
1.3.1.1 WEB1 Seat Description—Wab Server Services

Functionaiity: Provides space on ODIN WWW infrastructure to communicate information within
the scope of the ODIN communications system. This Includes the hardwars, network
connection, system software and support, wed sanver software and support, and back-end
database connectivity and necessary infrastructure to support web application development by
NASA. Web sarvices shall ba subject to the same avallability and sacurity reguirements as the

ODIN communications system.

1.3.1.2 Standard Services

Sarvice Type Service Level Typical Service Characteristics
Systam Admenistration Enhanced CIDIN controlked
Waintenancs Enhanced Rasiore 1o sarvice within 4 work hours
Storage Volume Basic SOME of server space
 Data Backup and Restoration | Regular Requires backups of seal daia to be performad daily
Parformanoe Delnary Pramium Canter-wida

1.3.1.3 Performance Delivery

Service Description: Provids the foliowing performance delivery on ODIN provided servers. The
Govemmeant reserves the right to verify SOW parformance requiremeants. The Contractor shall

provide the LAN services required to mest the performance delivery requirements.

Service Typical Performance Characterstc
Levels
Basic
WEB1 L.‘Jumgmup Wob: Typically accessed by workgroup/projects through intra-Certer network
Intranet}

orkgroup App: Application/database typically ulilized by workgroup/project

arkgroup File Space: Typically accessed intermittently by a small workgroup. ODIN prowided
torage velume shall support transfer rales consistent with selected LAN sarvica level for 1
nourrant USer Bocess in @ production environment.

Regular
"WEB1 [Drganizational Web: Typically accessad by a Govemmeni organization such as a
Hiractorateddivision through intra-Center netwark (Infranst).
AFPP1  [Organizational App: Application/dalabase typically utilized by & Govermmen prganizaton such
jas & directorate/division.
COMP1 [organizational Computational Server: Prowvides gquivalent processing power of & 4000
CFPRate SPECMark computational senar.
FILE1 [Organizational File Space: Typically arcessad imtermittently by 8 Government arganization
Luch as & diractorate/division. ODIN provided starage volume shall support transier ratas
onsistant with selectad LAN service leved for 5 congurrent USer Booasses in 8 production

Erviranment,
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Premium
WEB1 hgency Web: Typically accessed by Gentar.
AFEM stitutional App: Application/database typically utiized by entire institution on an intermitiant
25i5.

SEiET Iinstitulional Compulational Servar; Pravides equivalant processing powar of a BOO CFPRate

PECMark compulational sanver.
FILET _ |Institutional File Space: Typically accessed intarmitiantly on 8 ceniar wicla besis. ODIN
rovided storage volume shall support transfer raies consistant with selected LAN service laval

¢ 50 concurrent user accesses in & production environment.

[Enhanced
WEBT |JPublic Wab, Typically accessed by the agency over intemet connaclion.

AEP1  |Agency App: Application/database typically utilized by enfire Agency as part of the Agency's
missian on & dally or woekly basis.
COMET [Mission Computational Server: Provides equivalent procass
GPECMark computational sarvar,

FILE1 |Agency File Space: Typically accessad Intermittently by the agency user community, ODIN
rovided storage volume shall sipport transler rates consistent intra-centar connectivity for 500

ancurrent USer ACCESSES In 8 production environmant.

irg power of a 1200 CFPRate

Critical
i EE1 Pubhic Web: Typically accessed by the public over |Ftenat conmestion.

APP Public App: Application/database Typically utilized by the public

Gompl  [None

=TET [Public File Space. Typically aceessad by he public. ODIN provided storage volume shall
E\umm transier rales consistent with intracantar connactivity for 500 poncumant USer actRsses

a progduction environmant.

1.3 1.4 Performance Delivery for WEB1

» Reqular (directorate wide) bacomas an option
» Premium is the standard, and s definad to be Institutional Weab, typically accsssed by the

institution (Centar)
. Enhanced is defined to be Agency Web, typically accessed by the Agancy
= Critical (new service level) is defined 1o be Public Web, typically accessed by the public over

Intemet conpechon

Web 1 seats are dafined by administrative unit, where an administrative unit Is a virtual web
sarvar with its own IP address and its own URL. Each vinual web server seat comas with
System Administration, Maintenanca, Storage Volume, Data Backup and Reastoration, and

Performance Dalivery.
1.3.1.5 Parformance Delivery for APPT Seats

+ Enhanced is defined to be Agency application/database server, typically utilized by the

Agency
s Critical {new service level) is defined to be public application/database server, typically

utilizad by the public
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1.3.1.6 Performance Delivery for COMP1 Seats

Enhanced is dafinad to be Agency Computational Server, providing equlvalent processing
power of 8 1200 CFPRate SPECMark computational sarver 1o the Agancy

1.3.1.7 Performance Delivery for FILET Saals

« Basic is defined to be workgroup file space, typically accessed by a small workgroup, at
transfar rates consistent with the usars' LAN service lavels

«  Premium is defined to be institutional file space, typically accessed on a Center-wide basis,
at fransfar rates consistant with the users' LAN sarvice levels

« Enhanced is defined to be Agency file space, typically accessed Dy usars throughout the
Agency, at transfer ratas consistent with intra-center connectivity

= Critical {new sarvice level) is definad to be public file space, accessible 1o the public al

transier rates consistent with intra-centar connactivity

The FILE seat is defined by amount & disk space, and common service levels of the other
sarvices within the seat, as abova. So, if Pickard orders & file seat with Pramium maintenance,
E00ME of space, daily backup, center wide use, and regular systam administration, but he ks
only using 100MB, and Riker needs 100MB of space, with the same requirements of sarvice,
Riker doas not need to order another seat, he can use spaca on Pickard's seat.

A customer does not need to order file services on his desktop seat to actess space on a FILE1
seat.

1.3.2 Maintenance far Server Saals
Basic is not an option,
1.3.3 Storage Volume for Server Seats

Service Description: Provide server storage space on ODIN provided sanvear.

Service Levels Typical Service Characteristics

Mons Mo Server Space
| Basic 1 GB of server space

5 GB of server space

Hegular
| Premium 25 GB of server space
Enhanced 50 GB of server space

1.3.4 Sarvice Levels for Server Seats

[Berver Service Type WEB1| APP1 |COMP1| FILE1
ystem Administration

Regqular 0 ) o o]
nhanced 5 s 5 5
aintenance

[Regular | O 0 o 0

Premium | O 0 0 [s]

Enhancad | 8 S S S

13
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1.4 Communications Seats

The following variations, revisions, and clarifications o the communications senice model are
applicable to this delivery ardar.

1.4.1 ADDITIONAL SERVICES FOR LAN SERVICES - Basic LAN and Ramaote-5 & Basic
LAN sarvice levels are added as sarvice levels for LAN Services, These sarvica lavals are

defined &s follows:

ASIC SERVICE EL ADDED AS S ICE LEVEL DEFINITION - Basic LAN is added as

a new LAN services service level under this delivery order, The Basic LAN senvice leval
provides operation and maintenance of the existing infrastructure. Regular, Fast, and Huge

options are not available under thiz delivery order.

Service Levels | Typical Service Characteristics

Basic LAN Access 1o existing network infrastructure
Femoie-S &Basic LAN | Remote LAN access using a standard modem and provides access 1o existing

network infrastruciure

1.4.2 LANA SEAT
LANA SEAT DESCRIPTION

Funclionality: Provides an single standard network connection using the existing network
infrastructure capability in the facility.

Standard Services for LANA:
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SERVICE TYPE SERVICE LEVEL | TYPICAL SERVICE CHARACTERISTIC

Linlt Single Syupparts a single usar connaction

LAN sarica BASIC LAN | Providas operation and maintanance af the ax:snng
infrastructure capabllity

Moves/Adds/Changes | Reguiar ==5 moves/addsichanges compisted within 2 wark days

Aeastore to Sendca Pramium Bestore to sarvice within B work hours

1.4.3 LANS SEAT —!f the network infrastructurs requires an upgrade to maet the user
requirements, then the Contractor shall submit an infrastructure upgrads proposal, All LANBE

seats must have concurrence by the DOCOTR,

LANB SEAT DESCRIPTION

Functionality: Provides a LAN-to-LAN eannection to the gxisting network Infrastructure
capability.

Standard Services for LANB:

SERVICE TYPE SERVICE LEVEL | TYPICAL SERVICE CHARACTERISTIC

Linit Mt Supports a network Io network connection

LAN Sanace BASIC LAN Provides operation and maintenance of the axlsting
inlrastructura eapabifity

Moves/Adds/Changes | Reguiar <=5 moves/adds/changes completed within 2 work days

Aestore to Service Framium Restore to sarvice within B work hours

1,4.4 LANC SEAT

LANC SEAT DESCRIPTION

u iitv: Provides an network connection to the existing natwork infrastructure and quaus
malntenance for itams such as printers, plotters, scannars and multifunction devices. System
Administration shall also include such duties as configuring IP, host and U number

maintenance.

Standard Services for LANG:

SERVICE TYPE "SERVICE LEVEL | TYPICAL SERVICE CHARACTERISTIC

Systam Administration | Basic Protocol administration and security

Linit Metwiark 5 rts a network o network connection

LAN Service BASIC LAN Provioes operation and maintenance of the existing
infrastructure capability il

Moves/Adds/Changes | Regular <=5 moves/addsch s comphated within 2 work days

Restore to Service Pramium Festare to service within 8 work nours

Hardwars Mane Mo hardware maintenance provided

Maintanance

Lt
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1.4.5 CLARIFICATION: NAD VERSUS LAN - For these dalivery orders, the diffarances
betwaen the NAD seat and the LAN seat are clarified as follows:

g. MNAD Seat
(1) A NAD seat is ordarad when an and user requiras network connectivity and

salactad ODIN sarvices, normally provided to ODIN seats, for & nan-0DIN

pravided CoOmpuler.
{2} Typical exampies include computers that requirs gonnection to ODIN service

servers (e.g., emall, application, ete.) or ODIN server services (e.g.. FILET,
APP1, ete.), non-ODIN computers thal require system administration, and non-
ODIN computsrs that require backup/restore services.

b, LAN Seat
(1) The LAN Seat is ordered when an end user, of group of end usars, reguira

connectivity to the ODIN network.
(2) LAN seats provide an IP address, or group of addressss, and domain nama

server support for those addrasses.
(3) LAN seats can provide a secondary connaction ta the network for a dual-homed

computer.
(4) LAN seats require no other ODIN services.

Typical examples: Conferance rooms, multi-NIC computers, non-ODIN deskiops or non-0ODIN
servers that do not require any ODIN services other than those listed above. The senvices

provided by or function of the device is irralevant.

1.5 TROUBLE TICKET RESOLUTION

snsure that all calls to the help desk are logged and followed
through to resolution. H & call to the help desk cannot be resolved within the contractually
ohligated retum to service time period, a call must be made daily to the customer to ensure that

a problem resolution status is communicated until the problem is resolved. I the customer
not available at the time of the call a voicemail message must be left at that timea informing tha

usar of the status. No ticket shall be closed without documentation as outlinad in this saction.
All calls shall be loggad by the Contractor and reported to the Govermmant on a manthly basis

to ensure compllance.

The Contractor is required to

2.0 METRICS

2.1 Performance Retainage Pool (PRP)

For this delivery ordar, the Performance Retainage Pool (PRP) referenced in Master Contract
Saction A.1.8 (a) is 3%. The PAP decision shall be mads on a discretionary (i.e. all or none)

basis.
2.2 Metric Performance Retainage Pool (MPRP)

The Metric Performance Ratainage Pool (MPRP) is 1%. The MPRF will be paid on an all-or-
nothing basis. The Customer satisfaction baseline matric for thig delivery order is 30%. The
following paragraphs are usad 1o augment section F.1.1.3 of the Master Contract.
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The Contractor shall collect, scora and report customer satisfaction survey results to tha
Govemment. The Contractor shall measure customer satisfaction across five catagories: help
desk, desktop support, technalogy refresh, Infrastructura/back office support (web, USENET,

email, nstwork) and catalog. In each category, CUSIOMErs shall be asked 1o rate the
Contractor's perdormance as "1=poor”, "2=fair’, *3=good®, "4=very good” "S=excellant’ or
“M/A=not applicable”. Customers shall be able to respond to customer safisfaction surveys
gither through a wab intarface or hard copy. The Contractor shall take steps 10 ansure that

customers have guidelines on how to score the surveys 1a gliminate any bias in scoring. There
shall be a provigion on the customer satisfaction form 10 indicata the severity of a problam and

whather or not this call concerns a recurring problam.

The Contractor shall submit a monthiy customer satisfaction repor that lists all customar
organizations served by ODIN and all customers within those organizations reguasting ODIN
sarvice sach month,  This report shall be provided in an alectronic format mutually agread o by

tha Govemmeant and the Gontractor,

In this report, included with the Equipment Control Number {ECHN) shall be:

« othar trouble tickat(s) associatad with that equipment for that month (including the
trouble ticket number and a short dascription of the problem reported)

« raw customer satisfaction scores (if they were provided) across all categories—help
desk, deskiop support, technology refresh, infrastructure performance and catalog

« monthly roll-up report where the primary maasure s the percent of respondants who
choose a scare of “very good” or "excelient”. This report shall also inclede the 1otal
number of trouble tickets worked during the same pariod. This report is for comparnson

purposes only.
3.0 DELIVERY ORDER TRACKING AND CATALOG SERVICES

3.1 On-Line Delivery Order (ODO) Tracking

The Contractor shall provide and maintain an electronic database containing all
alements of the GSFC delivery order. This database shall include all services including
seat type, quantities and price. Customer organizational code, name, phone numbear
and IP address shall also be included. Equipment ECN number, building and room
numbar where item is located, and item order and installation/delivery date shall also be
included. The ODO shall also include all deleted ssat information mcluding date of
delation. The information within the database shall be maintained for the length of the
delivery order. The Contractor shall update ihe database whenaver a DOCO-issued
change is made 1o the delivery order. The Government/'Contractor may use this
database as a resource to generate the reports for delivery order status, DRD's, and an

invoice verfication tool.

In addition to the identifisd requirements, the following capabilities are required:
Each seat record in the databasa shall list all services purchasad from ODIN

(including catalog items).
« Shall have the capability to allow global seat or service level changes (by

organization or center).
Tha DOCOTR shall identity individuals who can make changas within the

approval cycle.

-
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« Tha database shall have an option to select a number of records per page 1o be
viewable by the user.
« Tha database shall include an interactive tool that links 1o the basic seal

definition.

« The database shall have a link to the catalog allowing the user to placs orders as
requirad.

e The database shall have quary and reporting capabilities by names, seal type,
codes, organizations, |P address, Installation/Dalivery Date, delsted seat data,
ECN, building, service levels, prices, and datas.

« The database shall have a help function to give general instruction.

3.2 Catalog Services

3.2.1 Catalog of Services and Commercial Components (CSCC)

In accordance with Master Gontract Section C.5.7, the full CSCC shall be available for
ardering on the first day of the delivery order. Services purchased from the catalog

shall be effective for 36 months from the date of initial service delivary, unless 36
months is not applicable/appropriate to the purchasad sarvice and other terms are
specifically stated in the catalog. The catalog shall clearly define, in precise and
understandable terms, what coverage, support, elc., is included in catalog prices.

3.2.2 Catalog Maintenance

in addition to the requirements defined in the Master Contract, Attachmant G, the
Contractor shall provide the following maintenance for catalog services during the

delivery order period of performance:

a, Category 1 Hardware and Software Products and Services, the user shall
receiva the same level of return to service as ordered for the seat/sarvices.

b. Category 2 Software Products and Services, if the Contractor can resolve the
tickat without interfacing with other service providers, it shall receive tha same
level of return to service as orderad for the seal. [f the problam requiras
interfacing with other non-ODIN service providers it shall be handed oft within

30 minutes of the tickets being opened.

c. Category 3 Softwars Products and Sarvices, the Contractor shall provide the
OEM's standard maintenance (such as bug fixes, patches, eic.). as dafined
in the Master Contract G.1 Catalog of Services and Commercial Sarvices,

d. Categories 1 and 3 Software, maintanance shall include point releases, but
not new versions unless it is the Software publishars commercial practice as
defined in the Master Contract G.1 Catalog of Services and Commercial

Services.
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4.10 Installations

4.10.1 General

The Contractor shall perform all network equipment installations and maintenance in & neat and
workmaniike manner. Specifically:

The Contractor shall lzave all telephone and LAN closets, network intarface rooms and
storage arsas free of trash and debris that it generaies.

Network devices and cabling shall ba instalied in such a way that they do not interfere with
the servicing or removal of other components; in particular, cables from one pisce of
aquipmeant should not ba installed so that they must be disconnactad befors anather piece
of equipment can ba removed for sarvice or replacement

If sufficient space exists, network devices and cabling shall be installed in such a way that
additional equipment can be added without moving existing equipment

All cabling and squipment [new or existing) shall be clearly and unambiguously labslad.
Labels shall be visible without having to move equipment and shall conform to the device or
eabling identification scheme used in the network topology diagrams

The Contractor shall report any unsafe or unclean conditions found (for parsonnei or
equipmant) to the DOCOTR. This includes, bul is mot limited to, water leaks, excessivaly hot
closats, failed air conditioning, poor power conditioning, poor lighting, etc.

4.10.2 Contractor Responsibilities

The Contractor shall be rasponsible for physically transporting new and replacemant network
aquipment from storage fo the job site and for installing the equipment in accordance with the

requirements above.

The Contractor shall provide all necessary incidental installation supplies including, but not
limited 1o tie-wraps, labels and removable meadia necessary for equipment instaliation.

The Contractor shall provide maintenance support, including preventive maintenance and
trouble-shooting, for the rack mounted Uninterruptible Power Supplies (UPS) instalied in the
telephone closets that support the network infrastructure. The Contractor is not responsible for
the maintenance support of the high voltsiamp facility sized power conditioning unitsUPS, such
as the one provided by the Govemment in Building 1/Rm 45/48.

4.11 Center Cable Plant

The Center Cabla Plant includes all of the intra and inter-building fiber optic cable, and the
copper based unshieldad twisted pairs wiring, and all ancillary support, organization, and
protection hardware. This does not include the wiring currently required ta support the telephone
system, the radio frequency (AF) video distributson systam, or other systams gs dasignated by

the DOCOTH.

The Govemment shall retain ownership of all Canter Cable Plant infrastructure, including, but
not limited to wiring, both copper and fiber, wiring support hardware, equipment racks, relay
racks, wall mounted cabinets, patch pangls, cross-connect blocks, wiring organization pansls
and brackets, powear supplies, power panels and all network alectronics.

28
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4.11.1 Cabling

The Contractor shall be responsible for providing operations and maintenance of the
administrative natworks Centar Cable Plant wiring infrastructure. Cabling shall be maintained

such that it remains compliant with the manufacturers’ published specifications and the post
instaliation documentad certification testing, When connectivity problems are isolated 1o the
Center Cable Plant cabling the Contractor shall use industry standard tasting equipmant, tools,
and procedures to identify the problem. Where cabling is damaged to the extent that it is
necassary to have the cabling repaired or replaced by the Government fumishad sernce
provider, it shall be the Contractor's responsibility to verify that the wiring Contractor certifias

tha new cabling, and report any discrepancias to the DOCOTR.

4.11.2 Ancillary Hardware

ancillary hardware has been employed in most areas of the Center Cable Plant o provide a well
protected and organized structured physical plant infrastructure, which includes ceiling mounted
= 1" hooks, conduit, interduct, latehing duct, rack mounted cable organizers, etc. Where this
hardware exists, it shall be the responsibility of the Contractor to maintain and use the material
to the greatest extant possible to ensure a well-protected organized physical plant in compliance
with industry standard recommandations. Whers this hardware is not available and potential
problams and damage may occur it shall be the Contractor's responsibility 1o bring tha situation

to the attention of the DOCOTR.

4.11.3 Facility Spaces

When the Contractor works in these spaces he shall ramove any wiring of installation debris,
personal trash, construction dust, tie wrap scraps, shipping cartons, packing material, spare
sgquipment, patch cables, and any other debris not necessary to the function of the spaces
generated by the Contractor. When the Contractor entars these spaces for any rsason, any
debriz left by another Contractor should, at a minimum, be reported o the DOCOTR. Whera it ls

not a labor-intensive affort the Contractor is required to remove that debris.

4.11.4 Wiring Changes

The Contractor shall comply with all requirements of the Guidelines for Horizontal Cabiing
System Installation, EIA 568A, Commercial Building Telecommunications Wiring Standards and
all manufacturers’ recommended practices and proceduras while making changes 1o, of
installing new horizontal inter building cabling unshielded twisted palr wiring. The Contractor
ghall utilize only the Government furnished service provider for making changes or additions 10
sither inter or intra-building wiring of the Center Cable Plant that are beyond the Contractor's

capabilities.
4.11.5 Documentation

The Contractor shall keep up-to-date Building Metwork Cable Piant documentation under the
CAT-5 Initiative or other Govemment-led cabling activities. This includes maintaining the
existing decumantation of building cabling, user interface jack locations, rack elevations, and
network schematic disgrams utilizing COTS software. The Contractor shall add all changes and
additions to this docurmentation. All Centar Cable Plant documentation shall reference physical
plant labgiing in such a way that a technician unfamillar with the Centar Cable Plant can find
and idertify all physical plant siemants using only the documentation. I the Govaernmeant
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dasiras the Contractor o update and maintain the documentation of othar non-CAT-5 |nitative
buildings. an ILUP will be generated to initiate such an action,

4.12 Remote Access

The Contractor shall provide remots dial-up access to the GNE for GSFC users in the local and
ramole calling areas.

4.12.1 Sarvica Lavels

Remcte dial-up access to the GNE shall:

s Support spesds up to 56 Kbps modemanalog or 56/64 Kbps ISDN on a single channel
Support, as a minimum, commonly used intemational modem modulation standards, Point-
to-Point Protocal (PPP), Sarial Link Intemet Protocol (SLIP), Appletalk Remote Protocol

(ARAP V2) and serial terminal connactions
Support, as a minimum, Internet Protocol (IP), Netware Protocol Stack (IPX) and Appletalk

protocols
Support multilink bonding for two channels on non-toll connactions whan system lsading

less than 50%
« MNew accounts shall be established within 2 business days of the requasl

4.12.2 Usar Accounts

The remote access service shall support, at a minimum, three levels of user accounts.

s Standard use account allows only local dial-in access
Enhanced user account allows both local and toll-free dial-in access
Travel account allows access by multiple simultaneous users for support of an organization

poal of laptops with a NPG 2810 walvar,
The fallowing policies, as a minimum, shall apply to user actounts:

Local access limited 1o 4 hours per day and toll-free access limited to 2 hours per day
Delete accounts that have been inactive for 120 days

Accounts 1o be deleted within one month of separation. After notification of the departure by
an approved Government represantative or appropriate Government system (e.g. LISTS)
which may raquira analysis of provided repons.

« Verlfy account status at least 30 days prior 10 account delstion

Verify individuals utilizing a Travel account every 6 months

4.12.3 Logs and Statisfics

The Caontractor shall maintain, as a minimum, the following logs and statistics:

» Daily usage and peak systsm loading
» Toll free usage by user account
Sacurity moniterng, including unsuccassful login attampts and unapproved multiple

simulianaous usaers
Log individual sessions including usernama, timestamgs, Caller ID/Automatic Number

Identification (ANI) and session slalus.
3o
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All security logs and statistics will be maintained for & minimum perlod of one year.

4.12 4 Reporis
The Contracior shall provide, as a minimum, the following reports:

Uinsuccessful logging attempts and account misuse shall be reported to, DOCOTR and

appropriate GSFC Security organizations
Toll free account usage, broken down by Division and sent to Divisions for varification

(manthly)
Usage average and peak system loading on a daily basis to the DOCOTR ditfersntiated

betwaen local and toll-free access (monthly)

Reports shall be provided either electronically or hard copy at the discretion of the Government.

4.13 IP Address Management

The Contractor shall provide for the allocation, fracking and management of the Internst
Protocol (IP) addresses of the GNE. The system currently utilized for providing this sarvice is

known as |P-Reg (Registration).

4.13.1 Service Levals

IP Address Management shall meat, at a minimum, the following sarvice levals:

Allocation of valid IP addresses to all members of the GNE community, via a web-based

interface
Interface with the Center Domain Name System (DNS) to associats |P address with unique

DNS name, both forward and reverse mappings

Establish new IP addresses and DNS Names within one business day of the requast
Support, via a web-based interface, requests to establish a new IP address/DNS
name/CNAME (Canonical Name-alias) or MX [Mall Exchange) record, move tha DNS Name
to a new IP address, changs the DNS name/CNAME/MX, delete the IP address/DNS

nam=/CNAME/MX and support updates to contact information.
The user web interface shall maintain a response time of less than 5 seconds and the web

page interface to the IP address database will maintain a response of less than 30 seconds.

4.13.2 User Classes

The IP address management service shall support, as a minimum, the following user classes:

Users shall be allowed to establish, updats or delete only records directly allccated to them,
Rib Managers shall ba allowed to establish, update, delete or reserve records in assigned
IP addrass block, sub-nel or netwark.

All users requasting IP addresses must provids, as a minimum, contact nama, systern location,
phone number and MAC address of system

Fad
ik
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4.13.3 Paolicies

The following policies, as a minimum, shall apply to the |P addrass managament Sennce:

The contact information provided by the user shall be verified via a user lookup in the x.500
directory system, as a minirmum.

The data regarding IP address and DNS name change shall be verified for accuracy within
two business days of any change request.

= The identity of Rib Managers and their address responsibility shall be validated on a

quarterly basis,
Contents of the entire |P address contact database shall be validated against the X.500
directory systam every six months, discrepancies resolved and any Irresalvable

discrepancies reporied to the DOCOTR.
All GNE addresses shall remain under the control of the Government, which is solaly

responsitile for approval of Rib Manager assighments and IP address block allecations
« The DOCOTR shall approve any special requasts.

4.13.4 Logs and Statistics

The Contractor shall maintain, as a minimurm, the following logs and statistics:

+ Allocated IP addresses broken down by block, building, project or nb managear
¢ Unallocated |P addresses broken down by block, building, project or rib manager
Security monitoring, including unsuccessful IP address requests or attempts o modify [P

addresses
Log individua! sessions Including criginating |P address, timestamps and requested actions

All security logs and statistics shall be maintained for & minimum period of one year.

4.13.5 Reports

The Contractor shall provide, as a minimum, the following reports:

» Unauthorized attempts to modify the IP address entries shall be reponad to the DOCOTR

and appropriate GSFC Security organizations.
Listing of all Rib Managers and their IP address responsibility to the DOCOTR (guartarly)

Complete listing of IP address blocks — their current status, numbers used and assignment
to the (monthly) eppropriate security organization

Reports shall be provided either electronically or hard copy at the discraton of the Government

4.14 Enterprise/Back-Office Services

The Contractor shall operate and maintain all Enterprise and Back-Office services defined In
this documant, The Contractor shall provide any sustaining engineering activities as necessary
to ensure the propar functionality of the sarvices and thelr compliance with Agency and Center
standards and policies. Especially noteworthy are NPG 2807, NPG 2808, NPG 2615 and

NPG23810, although this list is not all inclusive.

The Government deems naming and addressing services 1o be absolutely essantial to the
proper functionality of the network (X.500, DNS, etc). Nothing in the network works witholt

those capabilitias.
T
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3.2.3 Re-Utilization of Catalog Product or Unigue Services

If & seal with any catalog-purchased item(s) le deleted or cancelled, then the catalog service
assoclated with that seat ehall remain available for use by the Government for the remainder of
the service period associated with the initial purchase of the catalog ltem. The service may be
directly transferred to another seat or hald in account by the Contractor until transfarred to a
new ar existing seat, as directad by the DOCO/DOCOTR. A single re-utilization as described
hera will incur one Move/Add/Changs (MAC) for the total transfer.

4.2 4 Catalog Ordering

The tima from receipt of customer order to delivery and installation shall not excead 10 business
days. The Contractor shall inform the user of the gxpected date. I the expeclad delivery cals
does not mest the contractually required 10 business days, the user can accept the revisad
date, order an alternate item, or cancel the order without penalty, The Contractor shall update
their catalog no lass than once every quarter. The Contractor cannot delete any catagory of
itame (printers, scannars, PDA'S, efc.) from the catalog without DOCOTR concurrence.

3.2.5 User Assistance for Catalog Services

The Contractor shall identify all necessary software and hardware componenis required to make
the ordered catalog products/services functional. This includes, but is not limited to, all cables,

cards, softwars and add-ons.

3.2.6 Renewal of Catalog Services

Customers may renew existing catalog services at the conclusion of the initial 36-maonih senvice
period or any renewal psriod. The Contractor shall offer muitiple renewal periods in incramants
of 12, 18, 24 and 36 months. This renewal shall be purchased off the catalog and shall nat
Include the product acquisition price or any installation costs.

4.0 INFRASTRUCTURE AND BACK-OFFICE SERVICES (To be unbundled from LAN, NAD
and Tech Refresh Saats and priced as a lump sum firm fixed price per month undar "SuparNAD

(SNAD).")
4.1 Infrastructure and Back-Office Services Management Responsibilities

This section defines the elemants making up the network infrastructure and back-office services,
the appropriate work areas and the responsibilities of the Governmant and Contractor within

ihose work areas.

4.1.2 Infrastructure and Back-Office Services Functional Elements

The fallowing definitions comprising the functional elements of the Center's Network
Infrastructure and back-office services are used in the following sections:

Netwark Enginearning:
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St « GNE Network Backbone — The network backbone eonsisting of the Communication Switch
Routers (CSAs). the Project FDDI Ring and the physical fibar connactions betwaan themn
and the Building Switchaes and/or Routers,

s« GBNE WANMAN Architecture — The axtarnal intarfaces of the institutional natwork,
consisting of the WAN Routers, the WAN FDDI ISOLAN, tha WAN Ethemst ISOLAN, the

MAN Routers, and the physical connections between them and the Centar's extarmnal
network provider (NISN), 2= well as the connections batween the WANMAN architecture
and non-0DIN managed networks. The MAN connection also includes the SMDS, FNS and
Frama Ralay services provided to local off-base customers. This doas not include the
natwork communication hardware at the remote MAN sites.

» GNE Building Network — The buliding network infrastructure, consisting of the Buikding
Switch andior Router, Floor Switches/Hubs and the physical connactivity linking them o
individual usars and the GNE Backbons,

» Diglup Services — The infrastructure providing remote dial-in network capability, for both
anaiog modem and ISDN users, o the SME Network caneisting of the Goddard Connedl
dial-up server, management stations, and the physical connactivity between this equipment
and the external ISDN Primary Rate Interfaces (PRIs) and the Center-oparated ISON
Switch.

» Domain Name Szrvics (DNSYIP Management - The infrastructure providing IP
addrass/iname resolution, consisting of a primary and backup Mama Servers, and the
engineering reguired for the affective management and engineering of the Center's IP
address space.

« Enterprise Senvicas — The infrastructure providing the Center with electronic mail, list and
directary services, including, &s a minimum, the Canter POP server, the X.500 Directory

Server, Email Reflactor System (ERS), the Majordomo List Service and the network
connectivity interfacing them to the GNE.

« Network Performance — The equipment and software required to adequatsly track and
assass the performance of the network, including bath long and shor-term frend analyses.

Security

» Security - The equipment, policy and procadures required to adequately protect the GNE, Rt
services and Usars.

Facilities

. Facilities — The GNE facillties consist of those araas whare GNE equipment and
servicas are located and currently include Building 1 Room 45/48, Bullding Main Interface
Hooms, and Floor Telecommunications Closets, Maintaining tacility spaces is performed in a
igam afiort: therefora, the Contractor is responsible for notifying the Government of adverse
ervironmental conditions, broken accass contral devices, and debris not caused by the
Contractor.  The Contractor |e responsibla for ensuring access controls are used when
leaving the facility space and debris resulting fram the work of the Contractor is removed.

4.1.3 Work Arsas

The follawing work areas are defined to help clarity the responsibiliies of the Govemment and
Contractars in the managemant of the infrastructure and back-office services:

—~  « Qperations & Maintenangs — The day-1o-day operations, maintenance and sustaining
enginesring reguired to provide natwork cannactivity and network servicas.
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» Tactical Engingering — The raquiremeants analysis, engineering and implsmentation of naw
reguirements - user, organization or policy generated.
= Stratenic Engingering — The analysis, planning, dasign and engineering supparting the lang-

range development of the natwork and natwork saniCes.
« Poliocy - The analysis, establishment and enforcemeant of guidelines for the use of tha

natwork infrastructurs an

d back-office services and natwork services.

« Processes — The analysis and establishmant of the appropriate procedures for the effective
use and management of the natwork resolrcas

4.1.4 Infrastructure and Back-Office Services Respensibilities

This table summarizes tha roles and responsibilities of the Contractor. The Contracior shall,
according to the definitions provided in this decument, parform the roles and responsibilities in
ch of the technical areas

a3 cified
Epﬂmﬂﬂnﬁ & ([Tactical trategic olicy Processas
" aintenance _ [Engineering Elm&ﬂn; ]
Network Laad | aad Partner Teamed scommend Recommend
ngineering & mplemant mplement
rvices Al
Security Escalation |=ad Parmar Teamad [Recommend [Recommend
Implarmant implemant  Implemant
acilities Escalation Fecommend [ParinerTeamed |Recommend [Recommend
r Implement  [Implement

The roles and responsibilities are defined as follows:

« Lead - Responsible for setting direction and periommance of work In that particular functional

dréd

« Escalation — Responsible for Government notification of any security violations or facllities

[EEUBS,

» ParnerTeamed - Responsible
development and implementation
maintains responsibility for strategic

L EL0M

and processes for that particular functional arsa

4.1.5 Engineering and Infrastructura Upgrade Proposals (IUP)

The fallowing sections will

considerad pan of

SuperNAD Cost:

for participating in a Government-led team in tha design,
for that particular functional area. The Government
diraction of the Center In the indicated functional area.

— Responsible for providing ideas and suggeshons for policies and processas

for that particular functional area

» |mplement — Responsible for installing and activating approved equipment, senvicas, policies

detail and differzntiate those Infrasiructure services that are

the SuperNAD cost, additional engineering effort are included undar an [UP.

The foliowing Infrastructure support fiems are considerad efforts and activities that ara, as a
minimum, included in the SuperNAD cost,

1) Operations & Malntenance
a) Responsible for lzaf {and-usar) swWion

e |

and haskbone eguipment
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2) Moves/Adds/LUhanges
a) Move of connaction
b) Installation (hardwara, softwara, ystam)
¢) Definition Critaria — The Contracior must touch the maching’
3) Intermat Services (Maintenance & Opaerations, keap upgrada/up-to-data/capacity)
a) Electronic Mail Account (POP support/senvice)
b) Domain Nama Service (DNS)
) X.500 Directory/Email Reflector System (ERS)
d) Usanat News
4) Property Managemant (report to Govermmeant identifiad representative)
5) Informal Engineering Collaboration
a) Work with Code 220, Customer
b) Provide non-binding ROM cosls
§) Mew Installation of Government provided equipment
a) Minimal labor, such as a single workgroup switch (<= 4 hours of engineering effort)

b) Installation of upgrade in existing equipment (memory, card, firmware, software)
7) Mew Jack Activation = New Seat {LAN, NAD, Tech Reiresh)
B} The refurn to service is B hours.

Engineering Effort

Tha following items are considered additional effort, not worthy of an ILP, but reguire additional
engineering efforl, worthy of recompense, as dafined balow.

1) New instaliation of Govemment provided equipment into the infrastructure
a) For items requiring more than a minimal amount of labar
i} Tobe charged via catalog in blocks of enginearing gffort {(>= 4 hours of engineering
effort)
2} Installation of Wirsless Networking Huo (will b& added as a catalog item)

a) Includes instaliation and O&M

Infrastructure Upgrade Proposal (IUP)
An IUP is appropriate in the following sifuations:

1) Govemment Rejuest
2) Contractor develops design and purchasas equipmant
3) New service not currently in Delivery Ordar

a} Example: Web Email Access Servaer/Servica

4.2 Raturn To Service Lavels

This defivery order separates seat service levels from infrastructure and back-office sennicas
sanvice levels. The infrastructure and back-office services shall have their own set of service
levels and return-to-service (RTS) metrics as described below.

Cara hours for network retum-to-service are 8:00am to 8:00pm Manday through Friday eastermn
time. Any outages that cross core to non-core hours shall be held to the lowest RTS total, For
example, a Level 1 outage that bagins a1 5 AM will carry a BTS time of 7 AM, due to the
crossover into core hours; a Level 1outage that begins at 1 AM will also carry a RTS time of 7
AM, due fo the lesser time remaining in core fime. All other times including federal holidays are

considered non-core hours, All ATS times are to be considerad contiguous hours,

Core RTS | Non-Core RTS |

[Impact | Scope of Service
22
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Level
Level 1

GMNE Metwork Backbona (2 or more 2 hours & hours

buikings), GNE WAN/MAN Architecture,
DNS, POP Sarver, X.500, ERS

GNE Network Backbone (1 Building) GNE
Building Backbona, Calendar, Timasenics,
IP Reg List Service, Dial-up Services

1 floor, Workgroup (more than 10 users
impacted by a single problem), Usenet,
Metwork Video Sarvices, any service not
explicitly designated at another level
Single user

4 hours 4 cora hours

Lavel 2

B howrs B core hours

Level 3

Desktop RTS | Deskiop R1S

| Level 4

For all items considered infrastructure and back-office services, the following guidelines shall
apply to the definition of outage time, unless specified otherwise in the specific section. Outaga
time shall begin at the time of the first notification of any problem, which at some subseguent
tima, is determinad to be an infrastructure or back-office services problem. The outags ime s
independent of the verification timea, Problem notification may be in the form af user trouble call,
automated notification to the Contracter from the Contractor's monitoring system or other

maachanism.

4.3 User Request Performance Summary

The following chart summarizes the service responsa level associated with the indicated
network service. Full details are provided in the appropriate service section.

Service Name Type of request Service Level
Remote Access Mew Account 2 business days
_IP Address Management New request, move, deletion 1 business day
POP Servers/User Email | New Account 1 business day
Password raset 2 business hours
List Service Mew list 1 busingss day
X.500 Directory Service | Email address updates for 1 business day
ERS
Usenel News Service New group 5 business days
Calendar Service MNaw Account 1 businass day
Password reset 2 business hours
Group creation 2 business days
Video Service Renquest live broadoast 3 business days |
Reguest archived re-broadcast | 3 business days

4.4 Property Management

The Cantractor shall work with the appropriate Government proparty administrator 10 track all
Govarnment infrastructure assets under thelr control. The Contractor shall g-mail 1o the
Government property administrator any changes to Government asset data within 48 hours of
the change occurring, The Contractor shall participate in any inventory surveys of Governmant
aquipmant under their control and be prepared 10 verify that equipment exists in its documented

lacation at the Govemnment Ownad Facilities.

The Contractor shall maintain ascurate, up-to-date records of all as5ets usad in the
management and operation of tha infrastructura in alactranic database or spraad shest format.

23
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This database should consist of Contractor purchased infrastructure equipment, softwars, and
tools whether they are tagged or not. At a minimum, this database should inciude the maks,
model, sarial number, purchase data, purchase prica, installation dats, location, rasponsible
parson, and anficipated retirement date. This minimum set of information is needed for
datermining the fair market valug of the assets for transition purposes.

All ODIN infrastructure asset information shall b provided to the Govemment at tha
commencemant of this delivery ordar in either elactronic or hard copy format, at the discretion of
the Govamment. This database of ODIN assets shall be created and maintained using only
commercially avallable scftware and hardware and shall not require any proprietary vendor

software or hardware in any way for full functionality.

The Contractor shall maintain the database or spreadshest of ODIN assats on a timaly basis
(i.e., changes are anterad into the database within 48 hours of baing mads) throughout the term
of the delivery order and provide updates to the Govemment upon request of the DOCOTR. The

Cantractor shall formally defiver a complate copy of the alectronic database on the last day of
maonths 6 and 12 of the delivery ordar, and on the final day of the dalivary order.

The elactronic database of ODIN assats, associated macros and report definitions shall be the
proparty of the Government to be turned ovar o the Govarmnment upon request and may be
used by the Govemment at the Government's sole discretion for any purpose whatsoever,

The Contractor shall follow existing established Govemment procedures for excessing
aguipment. Tha Contractor shall notify the appropriate Government property custodian when

Govemment equipment is no longer required.

4.5 Reporting

The Government has expandad

management, network topology,
This data is necessary to support enhanced Govemm

the requirements for Conftractar reparting in terms of assel
device configurations and natwork and sarver performance.
ant oversight and transition planning.

4. 5.1 Network Perfarmance

The Contractor shall monitor the network for problems and coflect sianstics on network devices.
Within the capabilities of the equipment, the Contractor shall be capable of collecting and
displaying real-time data and providing long-term trand reports for

s Levels of traffic through every interface, port or segment

« Protocols and thelr usage distribution at the device and segment level

« Eror conditions in specific devicas

This data shall be capable of being published in near-real ime via world-wide web pages
accessible fo the entire Center. The DOCOTR may requast that certain subsets of this data be
made accessible to the entire cemar, elther tempararily or on a parmanant basis.

4.5.2 Sarver Performancea

The Contractor shall monitor servers excluding Web1, File1, App1 and Comp1 for problems
and collact usage and performance statistics an the servers. At 8 minimum the following

statiztics should ba collectad for all servers:

« Avarage and peak CPU utiizstion by day
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Desk usage Oy Wi

Swap utifization by day

Total active usars by monih

Total inactive users by month

Mumibar of users added ar delated by monih

This data shall be capable of baing published in near-real time via world-wide web pages accessibls o
the antire Center, The DOCOTR will ba the autharity as to what data is made avallable to the

cantar.

This section is not to be interprated to imply the development and deployment of an anterprise
managemeant system, but rather that the Contractor should have access 10 the information and

use creative machanisms to perform the requirements listad.

Delivery of requirements in this secfion shall be eompleted within & months of Delivery Order
oammancament.

4.5.3 Network Topology '

The Contractor shall provide accurate, up-to-date as-built network topology drawings of the
GSEC network and environs in both hard copy and electronic format to the Government at the
commencament of this delivary order, These natwork topolagy drawings shall be rendered and
maintained using only commercially available software and hardware and shall nat require any
propristary Contractor software or hardware in any way for full functionality.

Both the hard copy and electronic files shall be indexad, filed and labeled in such a way that
they can be readily identified and selected by someone unfamiliar with the Contractor’s filing
sysiem, All network elements shall be documantad and labeled such that a technician
unfamiliar with the network can find and identify all network elements using only the

documentation.

The Contractar shall maintain the network topology drawings on a timely basis throughout the
term of the delivery order and provide updates to the Government whenever there is a change
in eguipment or topology or upon request of the DOCOTR. The Contractor shall formally
daliver a completa network topelogy documentation set on the last day of each quarter, and on

the final day of the delivery ordar.

The Contractor shall also maintain archival versions of the documentation with clearly identified
revision dates and numbers. The Contractor shall maintain an index of revision dates and
numbers with descriptions of each revision.

Both the hard copy and electronic format versions of the network topology drawings are and
shall remain the property of the Governmant to be turned over 1o the Governmeant upon raquest
of the DOCOTA and may be usad at the Government's sole discrebion for any purposa

whatsoever,

4.5.4 Device Configurations

The Contrastor shall maintain an accurats, up-to-date backup of network device configuration
filas. Tha Contractor shall maintain the repository of natwork device configuration files on 8
timaly basis (i.&., changes are entered into the databass within 48 hours of baing made)
throughout the term of the delivery order and provide updates to the Govemment upon regueast

of tha DOCOTR.

=
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This repository of network device configuration files shall be maintained using only commercially
available saftware and hardware and shall not reguire any propristary Contractor software or
hardwara in any way for full functionality. Backups shall be archived for nol lass than one year.

The Contractor shall parficipate in any surveys of natwork aguipmant oparated and maintained
by ODIN to verify its configuration.

The archive of network device canfigurations shall be the property of the Government 1o ba
turned over ta the Government upon reguest and may be used by the Goyvernmant at the

Govermnmaent's sole discretion for any purpose whatsoaver.

4.6 Maintenance

In order to eonduct planned, routine maintenance, installations, upgradas or other work that will
impact on end-user services, the Contractor shall schedule Maintenance Periods. Proparly
sahaduled and announced, the maintenance periods do not count as outages.

Under normal conditions, maintenance perinds shall be announced three full business days
prior 1o the activity, A reminder notice shall be distributed one full day prior to the activity,

Maintenance announcements must be posted via the following mechanisms:

Location Impact Level Announcement Type
CHE/ODIN web sita All Full
cne-alert mailing list All Full
Dateline Level 1 and 2 Briaf
| Voicemail Laval 1 Brief
FOM mailing list All Full
Goddard TV Channel & Lavel 1 Full
" GSFC Usenel Groups Level 1 and 2 Briel
ODIN Vendor help line Level 1 and 2 Briaf

Full maintenance announcaments must contain the following minimum information:

Scheduled maintenance period (specified in EDT or EST)
Reeson for maintenance activity

Explanation of potential impact on user community

Othar systems and services that may be afiected

A POC for more information or to request a deferment

Briaf announcements should contain scheduled maintanance period and brief description, and
may include & reference to source for full announcament

Exceptions to normal scheduling and announcing of maintenance periods may be made at tha
approval of the DOCOTH,

4.7 Documentation

CNE web sit2) 1o advertise and explain

The Contractor shall provide a wab site (known as the
ioas, and aggragate all infrestructure and

all infrastructure and back-cffica/antemeise related ssrv
25
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back-office sarvices applications, help and changs mechanisms into this single portal. This
portal (wab site) shall only be evailable to hosts in °.nasa.gov domain and shall rermain in the
* gsfc.nasa.gov domain on Center, The Contractor shall follow all applicable Federal, NASA

and GSFC wab policies.

4.8 Network Performance Standards

The network infrastrecture shall support, as a minimum, the following protocals TCPAP, Decnat,
IPX, SPX, Applatalk, RIP, OSPF and BGP.

The network infrastructure, including the bullding, backbone and WAN/MAN architecturs, shall
meaet the following perfarmance levels, within the imitations of the Governmant-provided

gguipment.

« Backbone capacity at less than 85% average during core hours
« Natwork sagmant (building and floor) at less than 75% average during core hours
« Latency (ping time) from any single host 1o any other single host shall not excaed the

following times for a 100-packet 128-byte sample
o 100 Mbps = 100 Mbps switched: 8 ms
o 10 Mbps < 10/7100 Mbps switched: 10 ms
o= 10 Mbps & 10 Mbps shared: 14 ms
« Average throughput for file transfers, using a 100 MB file transfer sample, shall meet tha
following minimum rates
& 100 Mbps < 100 Mbps switched: 20 Mbps
o 10 Mbps < 10/100 Mbps switched: 2 Mbps
o 10 Mbps & 10 Mbps shared: 0.2 Mbps

in the avent the core network infrastructure fails to meet these requirements on a daily basis,
the Contractor shall inform the Gevermment and make recommendations for comective action

neaded 1o allow the core natwork infrastructure to meet the standarcs.

4.9 Operations and Maintenance

Maintenance of the network equipment, including hardware maintenance andfor sparing, shall
be performed in a mannar consistent to maintain the periormanca requirements as defined in

this documasnt.

The Contractor shall install firmware and software upgradas in equipment deploved in tha
natwork infrastructure at the request or approval of the DOCOTR. The Contracior shall parform
preventive maintenance of all network devices as specified by the device manufacturar but not
lass than once a year. All replaced network equipment shall mest or exceed the periormance
requirements and specifications of the existing network equipment and such an upgrade will not
be considered an infrastructure upgrade. Approval of the DOCOTR is required when tha
replaced network equipment fs of a ditferant make or model than that being replaced. Ths
DOCOTR may pre-approve network squipment as part of the maintenance strategy.

stalled network equipment to determine if

Tha Contractor will audit the existing usage of the in
nding any upgrade to the natwork

the ports are active and being utilized prior 10 recomime
infrastructure.
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in the sections that foliow, the Government has defined specific performance criteria that must

N be met for the enterprisa/back-office senvices in order for the service fo be considerad
“available”. At any time whan thoss performance criteria are not met, the service is considersd

to be "unavailable” and beyond the retum to service timas spacified in Saction 4.2, the
Government shall be entitied to outage credits, Outage credits shall be computed according to
tha CDIN Master Contract, with specific reference to Sections F.1.1.2 Availability Metric, F.2

Metric Terms and Attachment A List of Acronyms and Definitions.

4.14.1 General Enterprise/Back-Office Service Policlies
The following guidelines and policas shall apply to all Enterpriss/Back-Office Sarvices:

The Contractor shall perform continuous monitoring of all Enterprise/Back-Office Services and
shall make available web-based monitoring data of Enterprise/Back-Office Senices sarvers and
critical processes. Access to the monitoring data pagsas shall ba restrictad to the DOCOTR.

Erterprise/Back-Office Services shall, at 8 minimum, be available 88% of Cora Business Hours,

unless specified differantly in the appropriate specific Enterprisa/Back-Office Service section.
Outage duration hours shall be maintained as a running total on a monthly basis as contract
evaluation criteria. The Contractor shall be eligible for incentive award baged on avaliabiiity

98% or greater during Core Business Hours.

Servers providing Enterprisa/Back-Office services shall have verbose logging enabled, unless
specified differently in the appropriate spacific Entarprise Service section. Unless otherwise
specified, logs shall be maintainaed 30 days.

w_ Operating system and application patchas shall be kept up to date (within 24 hours for thosa
rated High Priority by NASIRC and 48 hours for Medium Priorty of paich release for security
exploits, and within 2 months or as-needed for all other patches) for servers and SysISms

providing Enterprise/Back-Office Sarvices.

All non-seat services shall be disabled on all systems supporting Enterprise/Back-Office
S8Tvicas.

Mail queues shall be processed on all systems, even if the systems are not funationing as mail
SETVers.

All systems shall be accessed via ssh rather than via telnet, rsh, rlogin, or FTP, wherever
possible,

All external services shall comply with the NASA Export Control policies, All passwords shall
comply with the rules establishaed in NPG2810 and as established by the Confractor, shall be

differant for every user, within the capabilitizs of the systam .

All Contractor-operated systems shall compiy with the rules established in NPG2810, Including
NASA Warning Sacurity Banners,

4.14.2 DNS

Tha Domain Name Systam (DNS) sarvice provides for the mapping between computar names
“ and |P addresses. Since the DNS service is used extensively In the performance of all other
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network sarvises, it ie a critical elemant in the successful oparation of the natwork and
infrastructura

DNS Sarvers perform one or mare of the following functions:

Haost the master local name and P addrass for a given node, Other servers approved by

the DOCOTR can obtain coples of local data via zone ransfers

Answar nueries about local name or IP data for a given node based on data obtained from
master servar via zona transfer, A server with such data is considered suthontativa

Answer local gueries about remote name and |P data. The local DNS server aCls as a proxy
to hunt for an authoritative DNS server to obtain the information.

4.14.2.1 DNS Service Levels

The DNS Sarvice, as a minimum, shall maet the following sarvice levels;

An authoritative and proxy DNS server shall be available at all times :
Server shall respond to local request for local name or [P data within 1.0 seconds
Server shall respond to requests for non-cached remote names within 2.0 seconds

Server shall support all GSFC IP addresses

L T ]

4.14.2.2 DNS Policies
Tha following policizs, as a minimum, shall apply to the DNS sernvice:

Master data shall be updated, as & minimum, twice daily at regularly scheduled times
No server shall allow zone transfers of its authoritative data without approval of tha
DOCOTH

No server shall accept update requesis without approval of the DOCOTR

Contractor shall verify data is authoritative upon completion of master data reload

4.14.2.3 DNS Logs and Stalistics

The Contractor shall maintain logs from which the following can be derived upon

request.
- Server status, including authontative status
- Security monitoring, including unauthorized queries and update attempts

All security logs shall be maintained for a minimum of one year.

4.14.2.4 DNS Raports

The Contractor shall provide reports derived from the data collected in Section 4.14.2.3
upon request of the DOCOTRA, on an as-needed basis. Reports shall be provided either

elactronically or hard-copy at the discretion of the DOCOTR.
4.14.3 POP Servers/User Email

The Electronic Mail {(Emall) service utilizes servers to provide GSFC and WFF users the maans
of moving electronic mail between servers and desktops, both local and ramote.

3
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Avallability Performance Criteria #1: Mail delivery betwesn usars on differant ODIN-supported
mail servers ocours in less than 5 minutes. When this matric is not mat, all ODIN Tech-Refrash
and NAD custornere on the systams involved will ba considerad “down™.

4.14.3.1 E-mail Service Levels
The Email server shall, a a minimum, maat the following service levels:

Suppon Simple Mail Transfer Protocal (SMTP) and Extanded Simpla Mail Transfer Protocol
(ESMTF} to allow mall transfer between servers and from desklops 10 servars

Support Post Office Protocol, version 3 (POP-3) to allow deskiops 1o download from mail
sarvers, and APOP for security as appropriate

Suppor talnat and ssh to allow direct login and mail access via i2minal window

Implament rules to eliminate incoming and outgoing "SPAM" massages

» Supporta means of preventing amail viruses from entering and circulating the GSFC
environmant via the ODIN email infrastructure. Incoming email shall be scanned for virusas
and virus signatures removed before delivery to the end user's computer without incurring
more than a 30 minute delay in the delivery of the message. Virusas in outgoing email sent
through the ODIN small infrastructure shail be identified and eradicated prior 1o the
message leaving the ODIN email infrastructure, incurring no more than a 30 minute delay in
the atternpted delivery of the message.

Creation of new electronic mall accounts shall eccur within 1 business day of requaslt
Password ressts shall ocour within 2 business hours of the request and verification

4.14.3.2 Mail Drop Service

unction with the emall system, the Contractor shall provide a web based, password

In conj
n leave large attachments 1o be picked up by

protected mail drop sarvice where Users ca
recipients.

The mail drop service shall support the following features:

The sarvice shall have a scaleable design such that the hardware and software can be

adapted as user requirements and policies evohve.
s Support the uploading of up 1o (3) files at a time,
The web based mail drop browse button shall activate Micresoft Windows Explorer or
aquivalent in other operating systems on the desklop computer for file selection. Browse
jeature shall support (at a minimurn) PC. Mag, Linux, and Solaris,
Support the capability to assign a unigua usemame/password for each file.
Provide an uploed confirmation windaw.
Support SSL service on the server if needed.
The wab basad user interface shall display the file name, date and fila size.

4.14.3.3 Email Policies
The following policies, as a minimum, shall apply to the Email sEnrvice;

Al on-site GSFC and WFF users, and off-site civil servants are guthorized to obtain Email

accounts
s Contractor shall delste accounts that have been inactive 120 days
Ancounts shall be deletad by the Contractor within 30 days of ssperatian of account usar
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Contractor shall verify account status at least 30 days prior to account delstion
Contractor shall restrict access to POP-3, talnet and ssh 1o local GSFC and WFF addrass

space
« Maximum message size for both transit and storage shall be established by GSFC

Foastmastar
Mail relay shall be restricted to local GSFC and WFF address space

4.14.3.4 Emall Logs and Statislics

The Contractor shall maintain logs from which the following can be derived upon requast:

Number of active user accounts tolal mailbox size and connechions
Number of messages, message sizes {sant, raceived, stored, downloaded)

Number of users who login remotaly
Security monitoring, including unsuccessful login attempts and unautharized malil relay

All security logs and statistics shall be maintained for a minimum period of one year

4.14.3.5 Email Raports

The Contractor shall provide reports derived from the data coliected in Section 4,.14.3.4
upon request of the DOCOTR, on an as-needed basis. Repors shall be provided either

alectronically or hard-copy at the discretion of the DOCOTR.

4.14.4 Email List Service

The Emaill List Sarvice provides for electronic mail distribution lists allowing elactronic mail to be
sent 19 multiple users through the use of a single emall address.

Availability Performance Criteria #1: Complate delivery of sample message 1o every local fist
member of an established list within 10 minutes for lists with fewer than 100 members.
Availabllity Parformance Criteria #2; Complete response to help list command within 10 minutes

4,14.4.1 Email List Service Levels
The List Sarvice shall support, as a minimum, the following service lavels:

« Contractor shall support list management both via emall and web intarfaces
New lists shall ba established within ong business day of the regquest

4.14.4.2 Email List Service Policies
The following policies as a minimum shall apply to the List Service:

Al ists shall have passwords known only to the list owner and the list owner shall have the

capability to modify the parameters of the list

» All lists shall reguire subscription confirmation
Mew lists shall be established with list message size maximum of 80,000 characters uniass

approved by the Government
Contractor shall delste malling lists that have not been utilized within one ysar

Cantractor shall delels mailing lists that are ampty
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« Contractor shall verify fist deletions with list owner at least 30 days prior 1o daletion
« Contractor shall verify list ownars against X.500 Directory System evary 8 months, resolve
discrapancies and report any unresolved discrepancies o the DOCOTR

4.14.4.3 Email List Service Logs and Stalistics
The Cantractor shall maintain logs from which the following can be derived upon request

» Subscriber modification
« Sacurity monitoring, including unapproved subscription of madification attempts

All sacurity logs and statistics shall be maintained for a minimum penod of one year

4.14.4.4 Emall List Service Reporns
The Contractor shall provide reports derived from the data collected in Section 4.14.4.3 upon

requast of the DOCOTR, on an as-needed basis. Reports shall be provided either electronically
ar hard-copy at the discretion of the DOCOTR.

4.14.5 ¥.500 Directory Service

The service provides the Center standards-based Directory service and electronic mall address
translation capability.

Availability Performance Criteria #1: The system shall process valid local queries and return full
response within 5 ssconds

Availability Performance Criteria #2: The system shall suppon email delivary through the ERS
and betwaen users on different ODIN-supported mail servers in less than 5 minutes

4.14.5.1 X.500 Directory Service Lavals
The X.500 Directory Service shall support, at a minimum, the following service levels:

« Standards as defined in the most recent approved version of NPG 2807 and NPG 2815
LDAP-snabled version of fingered and ph to perform lookups in X.500

Email Reflectar System (ERS), & customized version of sendmail, which translates and
delivers emall addressed using a variation of the defined ERS address 1o the actual emall

address
Public Key Infrastructurs (PK1) extensions in support of the NASA PKI Initiative

Contractor shall process email address updates for ERS within one business day of the
request. Requests shall be submitted through the intalliCenter

4.14.5.2 X.500 Directory Service Policies

The following policies, as a minimurm, shall apply 1o the X.500 Directory Service:

Entries shall be deletad within one month of separation.
ERS emall addresses shall be only *.nasa.gov or local Contractor addrasses, unless

approved by the Governmeant
= Entrias shall be updated weekly, based on the information from the GSFC LISTS/Locator
rstem that enables

gystem, Thare presently exists 8 Govemmeant provided datebase gy
muitiole data sources 1o be synthesized (It such & wey 85 1D MaUNEm complianoe with ClD

e |

av
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siandards. The Contractor may use this systam or any other sysiem that implemeants the

same naming and archiving guidalinas.
« Updates shall ba done In compliance with PKI guidalines

4.14.5.3 X.500 Directory Service Logs and Staiistics

The Contraclor shall mairtain logs from which the following can be derived upon request

s Total number of X.500 Directory entries
« Security monitoring, inciuding invalid modification attempts and access ahampts

All security logs and statistics shall ba maintained far a minimum period of one year.

4.14.5.4 X.500 Directory Service Repons

The Contractor shall provide reports derived from the data collected in Section 4.14.5.3 upon
reguest of the DOCOTR, on an as-needed basis. Reports shall be provided either electronically
or hard-copy at the discretion of the DOCOTR.

Reports shall be provided either electronically or hard-copy at the discretion of the Government.

4.14.6 Usenet News Service

The Uisanat News service provides for & distributed discussion system supporting the usaers of
the GNE.

4 14.6.1 Usenet News Service Levels

The following service levels shall apply, as a minimum, to the Lisanst News Servica:

System shall support the Network News Transfer Protocol (NNTP)
Processor utilization shall not exceed 85% on a daily average

Spool partition usage shall not exceed 65% on a daily average
New newsgroups shall be established within 5 business days of Govamment approval

The Contractor ehall maintain an active newsieed to the Center

- = = 8 W

4.14.6.2 Usenst News Policies
The faliowing policies, as a minimum, shall apply to the Usenat News Service:

Access shall ba restricted to GSFC and WFF domains and approved off-sile news peers
Creation, deletion or changes o newsgroups shall require the approval of the DOCOTR
Addition, delation or changes to newsfeed paering agraements shall require DOCOTR approval
Minimum expiration time for &ll non- GSFC or MASA newsgroups shall be 14 days

Minimurn expiration time for all GSFC and NASA newsgroups shall be 45 days

Qrganization, NNTP-Posting-User and NNTP-Posting-Host headears shall be included in every

gutgaoing post
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4.14.6.3 Usanet News Logs and Statistics

The Cantrastor shall maintain logs from which the following can be derivad upon raguest

CPU utilization, spool partition usage and swap times

Spool Accass times, article write times and history lookup Iimes

incoming and Outgaing article statstics for each feed

Sarvar (incoming and outgoing) and client connaction siatistics via TGP wrapper logs
Per newsgroup readarship stafistics

Bad article/unwanted nawsgroup stafistics from incoming fesds

NNRP explorar and no permission clienis stalislics

All security logs and statistics shall be maintained for a minimum period of ona year.

4.14.6.4 Usenet News Reports

The Contractor shall provide reports derived from the dats collecied in Sectlon 4.14.6.3 upon
request of the DOCOTA, on an as-needed basis. Reporis shall be provided either
glectronically or hard-copy al the discretion of the DOCOTR.

4.14.7 Electronic Mail Relay Service (Mailhost)

The Electronic Mail (Email) Relay Service provides smar host email relay to GSFC and WFF
mail servers.

Availability Performance Criteria: System shall accept and begin processing of mail within 5
minutes of iniial connection raquast

4.14.7.1 Electronic Mail Relay Service Levels

The Email Relay Service, shall, as a minimum, support the following service levals:

« Suppost Simple Mail Transfer Protocol (SMTP) and Extandead Simple Mall Transfar Protocol (ESMTF)
s Implement rules to elimnale incoming and outgoing “SPAM" messagss

4.14.7.2 Elsctronic Mail Relay Service Policies

The following policies shall, at & minimum, apply to the Email Relay Service:

« System shall accept mall relay only from the GSFC and WFF domains
« System shall ratain for 4 days massages Ihat are undaliverable due 1o sysiem or natwork

unavailablity
4.14.7.3 Electronic Mail Relay Service Logs and Statistics

The Contractor shall maintain logs from which the following can be derived upon request:

= Total number and bytes of mail relay processed
» Systam abuse, including unauthorized mail resay requasis

All sacurity logs and statistics shall be maintained for at |sast one year.
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4.14.7.4 Eiectronic Mail Relay Service Reporis

The Contractor shall provide reports derived from the data collected in Section 4.14.7.3 upon
request of the DOCOTR. on an as-needed basis. Reports shall be provided either electromcally
or hard-copy at the discretion of the DOCOTR.

4.14.8 Time Service

The Network Time Service provides a common clock reference for the synchronization of
system clock. A commeon use of such synchronization is the generation of timestamps in

system logs as an aid to troubleshaoting and security.

Availabliity Performance Criteria: System shall maintain a response tirne 1o & client query of
less than 5 seconds

4.14.8.1 Tima Service Levels

The Netwark Time Service shall, 25 a minimum, support the following service levals:

 Support standard synchronization standards, including Network Time Protocol (NTP, RFC
1305), Simple Network Time Protocol (SNTP, RFC 2030), Time Protocol (RFC B68) and
ICMP Timestamps

« Contractor shall maintain no less than two geographically diverse

support the senvice
+ System shall mainain a time differance bewean the actual Universal Tima Coordinated

(UTC) and the reported time on the time servars of less than 0.5 seconds

Metwork Time sarvaers to

4.14.8.2 Time Service Policies
The following policies shall apply, as a minimum, 1o the Network Timea Senvice:

Contracior shall maintain constant synchronization between &t least one tima server and the

Govemment provided antenna and radio clock system
« Contracior shall maintain constant synchronization between Centar time sarvars both with
aach othar and with at least three reliable pesring time sources, including one non-NASA
source. The DOCOTR must approve all peering time sources utilized.
Contracior shall permit only hosts within the GSFC and WFF domains to synchronize as a

client with the Centar time servers
« Contractor shall ensure synchronization of all ODIN manage
infrastructure devices with the Centar time sarvers daily

d servers and cora natwork

4.14.8.3 Time Service Logs and Statistics

The Contractor shall maintsin legs from which the following can ke derved upon reguast :

» Status of peers
« Time Sarver Availability

All sacurity logs and statistics ghall be maintained for a minimum period of one Year,

&0
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4,14.8.4 Time Service Reports

The Contractor shall provide reports derived from the daa collected in Section 4.14.8.3 upon
request of the DOCOTR, on an as-needed basis. Reports shall be provided either electronically

or hard-copy at the diseretion of the DOCOTR.

4.14.9 Calendar Service

The Calendar sarvice provides alectronic calendaring service for GSFC and WFF usars.

Availability Performance Matric; A scheduling request from a single usar io another single user
shall be processed within 5 minutes

4.14.8. 1 Calendar Service Levels

The Calendar sarvice shall mest, as a minimum, the following service levels:

Support for multiple platiorms, Including Windows, Macintosh and Unix
Integratad SMTP and POP mail capabiity with emall notifications

L

-

» Suppon for LDAP

« Suppor for a web interiace, to allow user access even without client software
-

Suppon synchronization with Palm PDA devices

4.14.9.2 Calendar Service User Classes
The calandar service shall support, as a minimum, the following user classes:

« Standard user account shall allow a user to modify only hisfher own calendar and view

those calendars that he/she has been granted access 10
Proxy usar account shall allow a ussr to modity his/har own calendar and those user

calendars that he/sha has been granted permission to modify

4.14.9.3 Calendar Service Policies
The fallowing policies, as a minimum, shall apply to the calendar ssnvice.

Access shall be controlled by user name and password within the capabilities of the system
New user accounts shall be activated within 2 business days of requast
New groups shall be created within one business day

Password changes shall be implemanted within 4 business hours

Calendar data shall be maintained for a minimum period of ona year
Contracior shall delete accounts that have baen inastive for 120 days or within one month of

saparation
» Contractor shall venfy a

conunt status &t lagst 30 days prior to account daletion
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4.14.5.4 Calendar Service Logs and Stalistics

The Contractor shall maintain logs from which the following can be derived upon requast:

Mumbear of accounts

Accounts with |ast login date information

MM Availabillity

Security maonitoring, including unsuccessiul login attempls and unapproved modification

attempts

All sacurity logs and statistics shall be malntainad for & minimum period of one yaar

4.14.8.5 Calendar Sernvice Reparns

The Contractor shall provide reports derived from the data collected in Section 4.14.9.4 upon
request of the DOCOTR. on an as-needed basis. Reports shall be provided either electronically
or hard-copy at the discretion of the DOCOTR.

4.14.10 Network Video Services

The Canter's Network Video Services include both an M-Bone servar and a streaming Video
sarver for both real-time and on-demand broadcast.

4.14.10.1 Network Video Service Levels
The Network Video Sarvices shall, as a minimum, mest the following servics levels.

Maintain a streaming multimedia content server for GSFC and WFF domains

Support, as a minimum, Realmedia streaming and video on-demand. Other tormats
(Windows Madia and Quicktime) are considered desirable

Support multi-casting on multimadia content servar and multi-cast capable routars in the

GSFC and WFF domains
« Support a minimum of 100 simultanaous Users aach with a minimum rate of 364 Kbps

« Maintain an M-Bane server, a host configured with mrouted, connectad to a multicast
gnabled natwork.

4.14.10.2 Network Video Service Policies
The following policies, as a minimum, shall apply 1o the Network Video Senices!

Arcess to the servers shall be restricted to the GSFC and WFF domains
cast on the sarvers shall require approval of the DOCOTRH
ane of the natwork with prior

=« Maedia placed or broad
« Multicasting shall be enabled on multicast capable porti

concurrenca of the DOCOTR.
Requests for broadcast of live events shall be processed within 3 business days

Reguasts for broadcast of archived events shall be processed within 2 business days
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4.74.10.3 Network Video Service Logs and Statistics

The Contractor shall maintain logs from which the following can be derived upan request.

For live streaming events
=« MNumber of connections, download rate and simultanaous USers

Peak number of viewers per avent
Peak bandwidth utilized per event
For on-demand applications
Number of usars per application
Paak bandwidth utilized

All sacurity logs and statistics shall be maintained for a minimum of one year.

4.14.70.4 Network Video Servicg Rapons

The Contractor shall provide'reports derived from the data collected in Section 4.14.10.3 upon
request of the DOCOTR, on an as-needed basis. Reports shall be provided either electronically
or hard-copy at the discretion of the DOCOTR.

4.14.11 Anonymous FTP

The anonymous File Transfer Protocol (FTP) services provides for internal and external file
transfer for GSFC. Software made available through the intemal ftp site should include Eudora,
Metscape, McAfee, Entrust and other site licensed software. Contractor should keep this site
and these products updated and curent. Total available space at a minimum should be 4GB

for the intarnal FTP and 2 GB minimum for extemnal fp.
4.14.11.1 Anonymous FTP Service Levels

The anonymous FTP sarvice shall support two service levels:

Internal file sarvica shall be available to only the GSFC and WFF domains, prirmarily to

support software site licenses; and
External file sarvice shall allow GSFC to make files available to the genaral public

4.14.11.2 Anonymous FTP Policies

The following palicies, as a minimum, shall apply to the anonymous FTP servicas:

+ Intemal file service shall be accessible only by GSFC and WFF domains

« Files shall only be uploaded with the approval of the DOCOTRH
= Nocommercial softwara shall be placed on extamal file service

4.14,11.3 Anonymous FTP Logs and Sialistics

The Contractor shall maintain logs from which the following can be derived upon request:

= Number of files and bylas downloaded
s Hosts downloading, both files and byvies
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All security logs and statistice shall be maintained far a minimum of one year.

4.14.11.4 Anonymous FTF Reporis

The Contractor shall provide reports derived from the data collected in Section 4.14.11.3 upon
request of the DOCOTR, on an as-needed basis. Reports shall be provided either electronically
or hard-copy at the discretion of the DOCOTR.

5.0 INFORMATION TECHNOLOGY SECURITY (To be unbundled from LAN, NAD
and Tech Refresh Seats and priced as a lump sum firm fixed price per month

under “SuperMNAD (SNAD).")

5.1 General
This Contract is subject to the requirements of NPG 2810. All systems and services deployed
by the Contractor must be in compliance with NPG 2810, except where risk is accepted by tha
DOCOTH. {

Tha Contractor must devalop and submit an IT Sscurity Plan.

5.2 Governance

IT security issues for the infrastructure will be worked through the DOCOTR as described in
Saction 4.1. 1T security issues for deskiop related issues will be worked through the ODIN IT
Security POC and all activities will be coordinated with the Enterprise IT Secunty Branch ( Code

287).

5.3 Infrastructure

The Contractor shall work through the DOCOTR and related bodies to implement and maintain
firewalls and other devices designad to protect the Infrastructure or detect, characterize and

analyze security incidents.

5.3.1 Quartery Scanning

The Contractor shall perdorn quarterly scanning of all address spaces associatad with the CNE
natwork. The scanning shall include the foliowing range of addresses at a minimum:

128,183.xx.xx (CNE Class B natwork)
128.154.xx.xx (WFF Class B network)
198.116.29.0x (GISS for ODIN seats only
104, 42 70.xx (GISS) for ODIN saats only

The quantarly scans shall be coordinated with the GSFC C-ITSM and with NASIRC, such that
these individuals/organizations will be aware in what ima frame what address spaces are being
scanned. Scanning shall be based on the NASA B0 scan rules, which will be updated every

quarter by Code 287,

The Contractor shall submit the scanning results in soft copy to the Govemment, in a standard
data format. The Contractor shall develop quarterly trand reports on the vulnerabilities
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identified, and submit graphs of the trends to the Govemmaent. The scanning results data shall
ha maintained for a minimum of one year.

532 Scanning of Compromised Systems

The Contractor shall perform a full security scan of any ODIN-managed seat that is
compromised. The range of addressas subject to this requirement are the same as in Section
5.3.1. The Contractor shall provide the seanning results to Code 297 ina standard data
format. The scanning results shall be maintained for a minimum of one year.

5.3.3 Scanning and Securing of Infrastructure and Back-Office Systams

The Contractor shall perform a full security scan on any new systam that will provide an
infrastructure or back-office service befors it is deployed in the network. This includes but is not
limited to network management systems, email servers, DNS, web sarvers, calendar servers,

All vulnerabilities shall be remediatad before the system is deployed in the natwork, Further, the
Contractor shall perform a full security scan of all systems actively deployed in the natwork
parforming infrastructure and back office services on a quarterly basis, and ramediate all

winerabilities within 10 business days of notification/awarenass of the vulnarability. Thesa
systems are deemed to be at increased risk due to their visibility, and are of great importance 1o

the Government in accomplishing the Center's mission. Further, any security vulnerabilities or
patches announced between instances of scanning shall be applied to infrastructure and back-

office systems within 10 business days of notification/awaranass.

5434 Access Control Lists

The Contractor shall work with the C-ITSM/CSO and other Government officials to maintain the
necessary sat of access control lists in firewalls, switches, routars, systams and other natwork

devices.

5.4 Desktops

The Contractor shall support vulnerability scanning efforts to idantify the vulnerabilities dafined
in the NASA Top 50 on behalf of ODIN tech refresh seats and any systems for which ODIN has

systams administration respongibility. The Contractor is responsible for remediating any
vulnerabilities identified, tracking vulnarabilities and fixes and reporting the statistics to the ODIN
IT Security POC. The Contractor shall define a process 1o work with DOCOTR to obtain
scanning outputs for ODIN deskiops, schedule and remediate vulnerabilities, track the changes
and communicate the status with the Directorate C50.

6.0 Data Requirement Description (DRD)

The following DRDs are in addition to those described In Contract Attachment B Data
Requirement Description.
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CORE LOAD

Appendix B
GSFC ODIN

These products receive full ODIM support as Triage Level 1 software.

Professional (Word,
Excel, PowerPoint,

Access, Outlook)

COMPONENT PC PRODUCT MAC PRODUCT
Operaling System | MS Windows 2000 Mac OS 10
Office Suite MS Office 2000 MS Office 2000

Professional (Word,
Excel, PowearPoint,
Access, Outlook]

Browser — Dafault

Natscape Communicator

MNetscape Communicator

Browser — Altermmate

Internet Explorer

Internatl Explorar

Anti-Virus McAfee Virus Scan McAfes Virex
Electronic Mail Eudora Pro Eudora Pro
| TCP/IP Slack Bundied Windows 2000 Open Transport
' PDF Generator/Viewer Adobe Acrobat (Reader ) | Adobe Acrobat (Reader |
Browsear Plug-ins Installed as applicable for | Installed as applicable for
all ODIN-supportad all ODIMN-supported
bundied products bundled products
Macromedia Flash Macromedia Flash
Laptop Security Computrace TBD -
ODIN Administration Assat Insight Asset Insight

These products receive full ODIN support as Triage Level 1 softwara.

COMPONENT | pc PRODUCT | MAC PRODUCT
Calendaring/Scheduling | Meeting Maker * Meeting Maker *
Media Player Real Player Real Player
Movie Viewer Quick Time Quick Time
FTP Client Ws-FPT Fetch

| 3270 Client QWsS3270 TN3270
| Extractor Winzip Stuffit Expander

|_l'||l
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*NON-CATALOG MEETING MAKER USERS ARE CAPPED AT
2,300 USERS THAT ARE TO BE DETERMINED BY THE

GOVERNMENT.

TRIAGE LEVEL 2 SOFTWARE LIST

ODIN will install and uninstall. Support provided in conjunction with a Government

POC.

' COMPONENT PC PRODUCT MAC PRODUCT
Public Key Infrastructura | Entrust Entrust
X Window System Servar | Exceed Exodus

| PostScript Interpreter GhostScript MacGS
Financial Managemenl IFM - Citrix IFM - Citrix

Travel

Travel Manager

Travel Manager

CMNI

OMMI

| Timecards

| Property Administration | CHIRPS | CHIEPS
Manpower Tracking Manpowear Tracking
System Systam

| EID/Adhoc Reporting Brio Brio

NOTE: For all other software residing on an ODIN seat, if the user has the license,
the Contractor shall reinstall the software on the new computer and make a

reasonable attempt to make the software work on the new computer.



